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SSH Hardening Guides

PekoMeHaaLUn No HaCTPONKe MakCMManbHO 6e3onacHbIX HAaCTpoek Ans SSH (1 knveHTa n cepsepa):
https://www.ssh-audit.com/hardening_guides.html

TaMm »xe MOXHO 3anycTuUTb ayauT: https://www.ssh-audit.com 1 nocMoTpeTb HACKOILKO MJIOXO
obcToAT oena.

Ubuntu 22.04 LTS Server

Note: all commands below are to be executed as the root user.

Re-generate the RSA and ED25519 keys

rm /etc/ssh/ssh host *
ssh-keygen -t rsa -b 4096 -f /etc/ssh/ssh host rsa key -N ""
ssh-keygen -t ed25519 -f /etc/ssh/ssh_host ed25519 key -N "*

Remove small Diffie-Hellman moduli

awk '$5 >= 3071' /etc/ssh/moduli > /etc/ssh/moduli.safe
mv /etc/ssh/moduli.safe /etc/ssh/moduli

Enable the RSA and ED25519 HostKey directives in the /etc/ssh/sshd_config file:

sed -1 's/"\#HostKey \/etc\/ssh\/ssh host \(rsa\|ed25519\) key$/HostKey
\/etc\/ssh\/ssh host \1 key/g' /etc/ssh/sshd config

Restrict supported key exchange, cipher, and MAC algorithms

echo -e "\n# Restrict key exchange, cipher, and MAC algorithms, as per
sshaudit.com\n# hardening guide.\nKexAlgorithms sntrup761x25519-
sha512@openssh.com, curve25519-sha256, curve25519-sha256@libssh.org, gss-
curve25519-sha256-,diffie-hellman-groupl6-sha512,gss-groupl6-sha512-,diffie-
hellman-groupl8-sha512,diffie-hellman-group-exchange-sha256\nCiphers
chacha20-polyl305@openssh.com,aes256-gcm@openssh.com,aesl28-
gcm@openssh.com,aes256-ctr,aesl92-ctr,aes128-ctr\nMACs hmac-sha2-256-
etm@openssh.com,hmac-sha2-512-etm@openssh.com,umac-128-
etm@openssh.com\nHostKeyAlgorithms ssh-ed25519,ssh-ed25519-cert-
vOl@openssh.com, sk-ssh-ed25519@openssh.com, sk-ssh-ed25519-cert-
vOl@openssh.com, rsa-sha2-512, rsa-sha2-512-cert-v0l@openssh.com, rsa-
sha2-256, rsa-sha2-256-cert-v0l@openssh.com" > /etc/ssh/sshd config.d/ssh-
audit hardening.conf

Restart OpenSSH server

service ssh restart

RTzRa's hive - https://wiki.rtzra.ru/


https://www.ssh-audit.com/hardening_guides.html
https://www.ssh-audit.com

Last update: 2023/11/02 17:11 software:ssh:ssh-hardening-guides https://wiki.rtzra.ru/software/ssh/ssh-hardening-guides

Note: Because of a bug in OpenSSH, 2048-bit DH moduli will still be used in some limited
circumstances. Only a maximum score of 95% is possible.
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