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SQUID u NTLM-aBTopu3auusa yepes Active
Directory

Mo moTmuBam http://macrodmin.ru/2012/07/proksi-squid-s-avtorizaciej-v-domene-active-directory

JaHHbIM BUA aBTOPM3aLUN B HacTosllee BpeMsa Hebe3onaceH, ay4lle NCNosib30BaTb
Kerberos-ayTeHTUdhmKaLmo

NUcxopHble paHHbIe

e Cepsep PROXY c ycTaHoBneHHbIM Ubuntu Server (B onncaHHoM rnpumepe 370 14.04.1)
o CeTb HacTpoeHa BepHo, nponuncaHol DNS/Gateway, BCce cepBepa ceTu
pa3bIMEeHOBbLIBAKOTCSA BEPHO
0 192.168.1.1 - IP Hawero PROXY
0 192.168.1.3 - IP DNS-cepBepa Haluen ceTu
e lomeH Active Directory
o MYDOMAIN.RU - nma nomeHa
o ntp.mydomain.ru - cepeep BpeEMeHN AOMEHA
o dc.mydomain.ru - KOHTpoANEpP AOMeHa

TpeboBaHusn

e ABTOpu3aumns Yyepes Active Directory

e Pa3HbIM NOJIb30BaTESIAM - pa3Hble YPOBHWN AOCTYNa K canTam

e YepHbin 1 6enbii CNNCKN CanToB

e OTYeT N0 NCMNOJSIb30BAHUIO UHTEPHETA C YKa3aHueMm ®MO nonb3oBaTenen

YcTaHOBKaA

MNepBoe 4YTO HYXXHO cAenaTh - 3TO NPUCOeANHUTL Hal cepBep K AomeHy Active Directory. [1ns aToro
B 06A3aTenbHOM nopsagke Heo6X04MMO CUHXPOHU3MPOBATb BPEMSA Ha BCEX CEpBEpPaAXx.

YcTaHOBKA CNy>XObl BpeMeHU U CUHXPOHMU3aL M

# apt-get install ntp
PepakTupyem /etc/ntp.conf - oTKno4aeM BCe cepsepa No ymonyaHuio n gobasnsem CBou:

server ntp.mydomain.ru
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N nepe3anyckaem cepBuc:

# service ntpd restart

MpucoepunHaeMcs K LOMEHY

Ons NoAKNOYEHMS HAaM HYXXHbI CrieaytoLme nakeTbl: Samba n Kerberos

YcTaHaBnnBaem Samba:
# apt-get install samba winbind

HacTpausaem Samba, pekomMeHyt0 OpUrnHaibHbIN KOHOUIYPaLMOHHbLIN hann Kyaa-Hubyab ybpaTb
M CO3[aTb HOBbIN smb.conf co cneayoWwnM cofepXXUMbIM:

[global]

workgroup = MYDOMAIN

netbios name = PROXY

realm = MYDOMAIN.RU

server string = Proxy server
security = ads

encrypt passwords = true
password server = dc.mydomain.ru
winbind enum users = yes

winbind enum groups = yes
winbind use default domain = yes
winbind uid = 10000-20000
winbind gid 10000-20000

server role = standalone server
# disable printers error
printing = bsd

printcap name = /dev/null

HebonbLuon Kocs4oK B Samba

Mo ymonyaHuio B Ubuntu Server 14.04.1 HeBepHO BbICTaBJIEHbI NMpPaBa AN Manku
/var/lib/samba/winbindd_privileged B pe3ynbTaTe Yero winbind paboTaeT KpuBo (He
MOXET aBTopm3oBaTbCs Mo NTLM v BblAaeTcs OKHO C 3aNpoCoM UMeHW/Napons).

WcnpasnsieTcs cnegyowmum obpasom:

e [lobaBniseM nosb3oBaTens proxy B rpynny winbindd_priv komaHgow

# usermod -G winbindd priv -a proxy
e YCTaHaB/AMBaeM MNpaBa Ha Manky:

# chgrp proxy /var/lib/samba/winbindd privileged
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Mepe3anyckaem Samba:

# service samba restart
# service winbind restart

YcTtaHaBnnBaeM Kerberos:

# apt-get install krb5-admin-server krb5-config krb5-kdc krb5-user

Yoansem nam nepemMeHoBbIBaeM opurnHanbHbl ainn /etc/krb5.conf n cosgaem HOBLIN CO

cnenywmmMmn HacTponkamu:

C!) Pernctp HanncaHns - 04eHb BaXKeH!

[logging]

Default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmin.log

[libdefaults]
default realm = MYDOMAIN.RU

[realms]
MYDOMAIN.RU = {
kdc = dc.mydomain.ru
admin_server = dc.mydomain.ru
default domain = mydomain.ru

}

[domain_ realm]
.mydomain.ru = MYDOMAIN.RU
mydomain.ru = MYDOMAIN.RU

Monyyaem 6UNET OT KOHTPOJIIEPA AOMEHaA:

# kinit domain admin

roe domain_admin - noruH ¢ npasamy Domain Administrator, a napone byneT 3anpolleH B

npurnawieHnn.

Tenepb npncoegnHAaeEM Hall NPOKCU K JOMEHY:

# net ads join -U domain_admin

Ecnun nocne BbINOMHEHUSI KOMaHbl HAMMCAHO Y4TO-TO NPO oWKnbKy DNS - MOXXHO He NepexuBaThb.

HDOBepFIeM KaK MpoLwio Halle noaknt4eHne, A0JKHO ObITh NPUMEPHO TakK:

# wbinfo -p
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Ping to winbindd succeeded
# wbinfo -t
checking the trust secret for domain MYDOMAIN.RU via RPC calls succeeded

a KOMaHAbl

# wbinfo -g
# wbinfo -u

OOJIKHbI MOKa3aTb CMUCOK BCEX rpynn n nosb3oBaTeNien JOMeHa.

YcTtaHoBKa Squid

YcTaHaB/MBaeM:
# apt-get install squid

W npuBoamM KOHUTrypaLmMoHHbIA (hann /etc/squid3/squid.conf K Takomy Buay (onucaHue rpynn
[OCTyna 1 UX HACTPOMKN CM. HUXKE):

# AyteHTudukauma B Active Directory

auth param ntlm program /usr/bin/ntlm auth --helper-protocol=squid-2.5-
ntlmssp

auth _param ntlm children 25

# basic-aBTopusauus, abcontoTHO Hebe30NacHO, TONbKO A5 TECTMPOBAHNS

#auth param basic program /usr/bin/ntlm auth --helper-protocol=squid-2.5-
basic

#auth param basic children 25

external acl type nt group %LOGIN /usr/lib/squid3/ext wbinfo group acl
authenticate ttl 10 minutes

# CTaHAapTHbIE NOPTbI
acl SSL ports port 443

acl Safe ports port 80 # http

acl Safe ports port 21 # ftp

acl Safe ports port 443 # https

acl Safe ports port 70 # gopher

acl Safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports
acl Safe ports port 280 # http-mgmt

acl Safe ports port 488 # gss-http

acl Safe ports port 591 # filemaker

acl Safe ports port 777 # multiling http

acl CONNECT method CONNECT

# Benbll M YepHbIN CMCOK
acl white list url regex -i "/etc/squid3/white list"
acl black list url regex -i "/etc/squid3/black list"
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# Onpepensem rpynnel 4ocTyna

acl Full external nt group Internet Full
acl Medium external nt group Internet
acl Low external nt group Internet Low

# MepeyeHb ceTen
acl all src all
acl our networks src 192.168.102.0/24

# ABTopu3sauuns Tpebyetca OBA3ATEJIbHO, 6e3 Hee HMKOro He NyckaTb

acl nt group proxy auth REQUIRED

# CTaHLapTHbIe pa3peLueHmns

http access deny !Safe ports

http access deny CONNECT !SSL ports
http access allow localhost manager
http access deny manager

# [paBa gocTyna And HalWwwx rpynn nosib3oBaTenen
http access allow Low white list

http access deny Low

http access deny Medium black list

http access allow Medium

http access allow Full

# Pa3peluaeM JIoKaaxocT
http access allow localhost

# 3anpellaemM Bce OCTajlbHOe
http access deny all

# OrpaHu4eHve NponyCckHOM CNOCOBHOCTN MHTEePHEeT-KaHana
delay pools 3

delay class 11

delay class 2 1

delay class 3 1

delay parameters 1 -1/-1 -1/-1
delay parameters 2 384000/384000
delay parameters 3 32000/32000
delay access 1 allow Full

delay access 2 allow Medium
delay access 3 allow Low

# [MopThbl NpoKCK-cepBepa
http port 192.168.1.1:3128
http port 192.168.1.1:3127 transparent

# Boipensiem 3,5 6 namaTn Ans npokcu
cache mem 3584 MB

# Bbloensiem MecTo Ha XXECTKOM AUCKe AN19 XpaHeHUs (ainioB KaLwa

RTzRa's hive - https://wiki.rtzra.ru/



Last update: 2017/05/09 18:34 software:squid:squid-active-directory https://wiki.rtzra.ru/software/squid/squid-active-directory

cache dir ufs /var/spool/squid3 100 16 256

# Kyna n B Kakom obbeme byaem nucaTb Jiorn
access log /var/log/squid3/access. log
logfile rotate 100

coredump dir /var/spool/squid3

# HacTponKmn K3LWLMpoBaHUA

refresh pattern ~ftp: 1440 20% 10080
refresh pattern ~gopher: 1440 0% 1440
refresh pattern -i (/cgi-bin/|\?) O 0% 0

refresh pattern (Release|Packages(.gz)*)$ 0 20%
refresh pattern -i \.(gif|png|jpg|jpeg|ico)$ 3600 90%
refresh pattern . 0 20% 4320

# 3anpelwaem oTobpaxeHne BEPCUMUN NPOKCU-CEPBEPA U UMEHMU
httpd suppress version string on
visible hostname PROXYSERVER

# BK0OYaeM pyCCKUIM A3blK 419 coobLeHnin cepeepa

error _directory /usr/share/squid3/errors/Russian-1251
error _default language ru

# MpuHyouTenbHo 3afgaem xenaembld DNS - cepsep

dns nameservers 192.168.1.3

dns v4 first on

MpoBepsieM KOHMUI Ha OLWNOKN:

# squid3 -k parse

2880
43200

Ecnn napcep He 06HapyXnn HUKaKMxX ownboK, MOXKHO NPUMEHUTbL HOBYO KOH(Urypauumto Squid:

# squid3 -k reconfigure
nau

# service squid3 restart

HemHoro nogpo6bHee o rpynnax gocryna

Mo ycnosusm y Hac B Active Directory ecTb 3 rpynnbl gocTyna:

e Internet_Full - nonb3oBaTenu, BXoAsLINE B HEe MMEIOT JOCTYN Ha Nitobble CaiTbl, CKOPOCTb

OOCTyrMa He TIMMNTNPOBaHa

e Internet - Nnonb3oBaTeNN NMEIOT LOCTYN Ha N0bble CanTbl, KPOMe 3anpeLLeHHbIX B hanne
Jetc/squid3/black-list co ckopocTbto 4 MbuT/cek ( 48000 KbanT/cek * 8 = 4 MbuT/cek) Ha BCIO

rpynny

e Internet_Low - nonb30oBaTeNn UMEOT AOCTYN TOJIbKO HA CalThbl, NEPEYNCIeHHbIE B (haiine
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/etc/squid3/white_list co ckopocTbio 256 KbuTt/cek (32000 KbanT/cek * 8 = 256 KbuT/cek) Ha
BCIO rpynny

ConocTasneHve rpynn naeT B CefyoweM KyCoYKe:
# Onpepensem rpynnel 4ocTyna
acl Full external nt group Internet Full

acl Medium external nt group Internet
acl Low external nt group Internet Low

Mpasuna gna iptables

MpumeyaHue: npu pabote B npo3payvyHoM (transparent) pexume ayTeHTUPUKaLNA

nonb3oBaTenen HEBO3MOXHa! MonpobHee:
http://wiki.squid-cache.org/Features/Authentication#Authentication_in_interception_an

d_transparent_ modes

3aBepHyTb Bcex nosb3oBaTesnen (ecnm PROXY sBngeTCa ewe n Wio3oMm):

iptables -t nat -A PREROUTING -s 192.168.1.0/24 -p tcp —dport 80 -j REDIRECT
—to-port 3127

3aBepHyTb ecnn PROXY - oTaeNbHbIN cepBep:

iptables -t nat -A PREROUTING -s 192.168.1.0/24 -p tcp —dport 80 -j DNAT —to
192.168.1.1:3127

roe 192.168.1.1 - IP Hawero PROXY

Tak »xe MoXHo cpencTBamu Group Policy nponncaTte npokcu-cepsep TpebyembiMm ob6bekTam GPO

CtaTucTukKa nosb3oBaTesiemn

OcTancsa nocnegHun atan - otobpakaTb KPAaCMBYI0 CTaTUCTUKY NMOCELLEHNI CalTOB
nosb3oBaTenamu. Camblil NPOCTON N KPaCUBLIN MHCTPYMEHT ANs 3Toro - LightSquid.

YcTaHaBnuBaeM
# apt-get install apache2 lightsquid
HactpauBaem Apache

MpusoauMm hann /etc/apache2/conf-available/lightsquid.conf B Takon BuA (40CTYyN Ha NPOCMOTP AaeM
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BCEM):
Alias /lightsquid/ /usr/lib/cgi-bin/lightsquid/

<Location "/lightsquid/">

Options +ExecCGI

Require local

Require ip 192.168.1.0/24
</Location>

PackommeHTUpyeM CTpoKy 219 B (hanne /etc/apache2/mods-enabled/mime.conf
AddHandler cgi-script .cgi .pl
3anyckaem BCe 3TO Aefo:;

# a2enmod cgi
# a2enconf lightsquid
# service apache2 restart

HactpauBaem LightSquid

OyeHb xo4eTcs 4Tobbl B 0THeTE hurypmposano noaHoe ®NO nonb3oBaTeNS, @ HE AOMEHHOE UMS UK
IP-agpec. 115 3TOro HY>XXHO 3aMEHUTb OPUTrMHaNbHBIN ann
Jusr/share/lightsquid/ip2name/ip2name.squidauth cnegyowmm:

#contributor: esl
#specialy for squid with turned on user authentication
#simple version

use strict;
use warnings;
use Net::LDAP;
use Encode;

my $ldap;
my $message;
my %hDisplayName;

sub StartIp2Name() {
my $server = "ldap://dc.mydomain.ru";
$ldap = Net::LDAP->new( $server );
return if(!defined $ldap);
$message = $ldap->bind(q(MYDOMAIN.RU\LightSquid), password =>
"PASSWORD") ;
}

sub Ip2Name($$$) {
# $Lhost,$user,$Ltimestamp
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my $Lhost=shift;

my $user =shift;

$user =URLDecode($user); #decode user name
return $Lhost if ($user eq "-");

return $user if (!defined $ldap);

return $user if ($message->code());

if (!defined $hDisplayName{$user})

{
my $result = $ldap->search(
base => "dc=MYDOMAIN,dc=RU",
filter =>
"(&(objectCategory=person) (objectClass=user) (sAMAccountName=" . $user .

my $first entry = $result->entry(0);
if (!defined $first entry)
{

return $Lhost;

}
my $pure displayName = $first entry->get value("displayName");
$pure displayName =~ s/ / /g;
Encode::from to($pure displayName, 'utf-8', 'windows-1251"');

$hDisplayName{$user}=$pure displayName;
}

return $hDisplayName{$user};
}

sub StopIp2Name() {
return if (!'defined $ldap);
$message = $ldap->unbind;

}

#warning !!!
1;

B 3ToM (haiine ucnpaBnisem HuxXeykasaHHble CTPOKM Ha CBOW:

my $server = "ldap://dc.mydomain.ru";

$message = $ldap->bind(q(MYDOMAIN.RU\LightSquid), password =>
"PASSWORD") ;

base => "dc=MYDOMAIN,dc=RU",
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Teneps B /etc/lightsquid/lightsquid.cfg Bknto4aem npeobpasosaHue noruHa B PUNO:
$ip2name="squidauth"

3anyckaeM /usr/share/lightsquid/check-setup.pl n ecnmn Bce XopoLo, MOXHO 3anyCcKaTb
/usr/share/lightsquid/lightparser.pl

B nanke /var/lib/lightsquid/report o/KHbI NOSABUTHCA OTHETLI, KOTOPbIE MOXHO NOrAsa4eTh Mo
agpecy: http://192.168.1.1/lightsquid/

squid, AC, active directory, kerberos, krb, npokcu, ckeua, aBTopusaums, nomen, lightsquid,
CTAaTUCTUKA
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