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YcTtaHoBKa nginx Ha Ubuntu Server us
MCXOAHUKOB

HaHo: Ubuntu Server 10.04.1 LTS x64. Bepcusi n3 naketa nginx-0.7.65-1ubuntu2, a B npupoae ectb
y>XXe 1 nocTapLue (Ha MOMeHT HanucaHus 3ameTkn bbina nginx-1.0.3).

3ajaYa: YCTaHOBMTb NQiNX, NepPenoXXnTb Ha HEro oTAavy CTaTUYECKOro KOHTEHTa (KapTUHOK,
[OKYMEHTOB 1 NpoYero).

TaK Kak B peno3mTopun CULWKOM YK CTapas Bepcus, byaem cTaBuTb pykamu. Moexanw.

MpumeuaHue: ectb PPA 31ech - https://launchpad.net/~nginx/+archive/stable

YcTaHOBKa OPUIMHAJIbHOIO NakKeTa

[na Havyana HaZlo YCTaHOBUTb OPUrMHaIbHbIA NAKET - B HEM eCTb LIeHHbIV CLLeHapuii 3anycka u
KOH(MrypaLnOHHble hanbl (OHM NOMOryT COKPaTUTb BPeMSA HAaCTPONKK). 3aTeM ero yaasnsemM 4y1obbl
He MeLuasncs.

# sudo apt-get install nginx
# sudo apt-get remove nginx

Cbopka u3 UCXOAHUKOB

lMpoBepseM 3aBUCUMOCTM, KaKme Xe NakeTbl HYXKHbI 4115 C60pKVI.

# sudo aptitude show nginx | grep Depends
Depends: libc6 (== , libpcre3 (== , libss10.9.8 (== 0.9.8k-1),
zliblg

CTaBUM HyXHble NakKeTbl:

# sudo apt-get install libc6-dev libpcre3-dev libssl-dev zliblg-dev
KayaeM nginx, pa3sopaynBaeM, 3aX04UM B Nanky:

mkdir /usr/src/nginx

cd /usr/src/nginx

wget http://sysoev.ru/nginx/nginx-1.0.3.tar.gz

tar xvf nginx-1.0.3.tar.gz
cd nginx-1.0.3/

H R HH

3agaeM HekoTopble onumnm ans cobopku. MosacHeHune: s 0O KOrga BCe NEXUT No MecTam u Boobuye
«KpacoTa». buuHapHukK nomecTum B /usr/local/sbin 4Tobbl OH He nepecekancs ¢ GUHAPHMKOM U3
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nakeTa, BOPYr TakoBon byaeT cnyyvaHo yctaHoBsieH. Hy u -with-http _ssl_module npurogutcs.
PaboTaTb nginx bygeT y Hac noA CTaHAapTHLIM Nosb3oBaTeneM www-data:www-data

# ./configure --sbin-path=/usr/local/sbin |

--conf-path=/etc/nginx/nginx.conf \
--error-log-path=/var/log/nginx/nginx-error.log \
--http-log-path=/var/log/nginx/nginx-http.log \
--pid-path=/var/run/nginx.pid \
--with-http ssl module \
--with-http stub status module \
--with-http gzip static module \

--user=www-data \

--group=www-data

HDOCMOTpVIM OTHET, Y6e,D,VIMCFI 4TO BCE MNMpaBUJiIbHO:

Configuration summary
+ using system PCRE library

+ + + +

nginx
nginx
nginx
nginx
nginx
nginx
nginx
nginx
nginx
nginx
nginx
nginx

Cobupaem

# make

using system OpenSSL library
md>5:
shal library is not used

using system zlib library

using OpenSSL library

path prefix: "/usr/local/nginx"

binary file: "/usr/local/sbin"

configuration prefix: "/etc/nginx"

configuration file: "/etc/nginx/nginx.conf"

pid file: "/var/run/nginx.pid"

error log file: "/var/log/nginx/nginx-error.log"

http access log file: "/var/log/nginx/nginx-http.log"
http client request body temporary files: "client body temp"
http proxy temporary files: "proxy temp"

http fastcgi temporary files: "fastcgi temp"

http uwsgi temporary files: "uwsgi temp"

http scgi temporary files: "scgi temp"

YcTaHaBAnBaeM

# sudo make install

NAXSI

NAXSI = NGINX ANTI XSS & SQL INJECTION Mpouie roeops, 3To anpson seb-npunoxxeHnin (WAF)
ana NGINX, noMmoratowmn B 3awwmTe oT XSS, SQL-nHbekuymn, CSRF, Local & Remote file inclusions.
OTAnYNTENBHBLIMN 0COBEHHOCTAMM €ro ABNATCA ObICTPOTa PaboThbl N NPOCTOTa HACTPONKK. ITO

https://wiki.rtzra.ru/ Printed on 2026/05/20 01:01



2026/05/20 01:01 3/9 YcTaHoBka nginx Ha Ubuntu Server n3 ncxoaHnkos

[lenaeT ero xopoLuen afbTepHaTMBON HanpuMep mod_security 1 anady.

CtaTbs no Teme: http://habrahabr.ru/post/145241/

YcTaHOBKa

W3 penosutopues:
# sudo apt-get install nginx-naxsi
N3 ncxogHMKoOB:

# wget http://nginx.org/download/nginx-x.x.xx.tar.gz

# wget http://naxsi.googlecode.com/files/naxsi-x.xx.tar.gz

# tar xvzf nginx-x.x.xx.tar.gz

# tar xvzf naxsi-x.xx.tar.gz

# cd nginx-x.x.xx/

# ./configure --add-module=../naxsi-x.xx/naxsi src/ [TyT Bawwu onuuu ans
nginx]

# sudo make

# sudo make install

Hactpouka

Habop npasun: http://code.google.com/p/naxsi/source/browse/trunk/naxsi_config/naxsi_core.rules

PaCKOMMEHTVpPYEM B KOH(UIypauuy nginx BK4YeHe 6a30BbIX 3anNpeTUTeNbHbIX NPaBnl
include /etc/nginx/naxsi core.rules;

Tenepb f06aBNM B KOH(UIYpaLIMIO BUPTYaslbHOrO XOCTa >XeNaeMble HaCTPONKN (peKkoMeHayto
BbIHECTU X B OTAENbHbIN (hain 1 noako4vaTh Yepes include):

LearningMode;
SecRulesEnabled;
DeniedUrl "/RequestDenied";

#include "/etc/nginx/mynaxsi.rules";

## check rules

CheckRule "$SQL >= 8" BLOCK;
CheckRule "$RFI >= 8" BLOCK;
CheckRule "$TRAVERSAL >= 4" BLOCK;
CheckRule "$EVADE >= 4" BLOCK;
CheckRule "$XSS >= 8" BLOCK;

Pa3bepem nofgpobHen, 4TO 3Ha4YaT 3TN KOMaHAbI:
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e LearningMode — BKtOYEH peXxuM 0by4eHns. 3anpockl He 6NOKMPYITCSA, (hopMUpyeTCa BanT-
JINCT.

e SecRulesEnabled — NAXSI BkitoveH 05 aHHOW OKaUMnU. ECnm 3aX0TUM BbIKJIIOYUTbL A4
Apyron nokauum (Hanpumep, 3aluWweHHON BHYTPEHHEN 30HbI), TO AE/IAEM B HEN
SecRulesDisabled.

e DeniedURL — URL peaunpekTa aas 3anpeLleHHbIX 3anpocos.

e CheckRule — npoBepka “WTpagHbIX 04KOB” 3anpoca Nno KaTeropusm.

e /etc/nginx/mynaxsi.rules — creHepupoBaHHble nNpasuia (Moka He creHepun —
3aKOMMEHTUPOBAHHbIE).

MoproraBamBaemcs K 3anycKy

Bce, cbopka 3akoH4YeHa, Tenepb Hafo NOArOTOBUTLCS K 3amnycKy

Co3pgaem nmanky 451 JIoros:

# sudo mkdir /var/log/nginx

MpaBmM CKpUNT 3anycka: B hanne /etc/init.d/nginx meHsiem cTpoky DAEMON Ha
DAEMON=/usr/local/sbin/nginx

Bce, MOXHO 3anyckaTbCs U npoboBaThb:

# sudo service nginx start

ECcnun KOH(MrypaunoHHbIA harin NeXxnT Ha MecTe, BCe A0JHKHO 3apaboTaTb.

KoHdurypupyem

Mpeambyna: y MeHs XNBET HECKOJIbKO BUPTYaJibHbIX XOCTOB B Anaye, 3T0 HeobX0AMMO y4ecTb Npwu
HacTporke. KoHpurypaumoHHble (ainsibl XUBYT B /etc/apache2/sites-available - Tak npotue nx
HacTpauBaTb.

Ina Toro, 4Tobbl B Norax Anayva nucanucb peanbHble IP-agpeca, a He 127.0.0.1 (Ha KOTOPOM OH
byneT BuCeTh), TpebyeTcs yCTaHOBUTbL MOAy b rpaf:

# sudo apt-get install libapache2-mod-rpaf
# sudo aZenmod rpaf

MpoBepsiemM 4TO Y Hac B /etc/apache2/mods_available/rpaf.conf

# cat rpaf.conf
IfModule mod rpaf.c
RPAFenable On
RPAFsethostname On
#RPAFproxy ips 127.0.0.1
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RPAFproxy ips 127.0.0.1 realip |[realipl
IfModule

O6bAcHANKK: [111 TOro, 4T06bl MPUKPYTUTH HECKOJIbKO BUPTYaJIXOCTOB anaya AenaeTcs
cnepytollee:

e KaXk[bl BUPTYasIXOCT anaya A0JKeH BUCeTb Ha aapece 127.0.0.1:Homep_nopTa, UMEHHO TyAa
1 NOAKJ0YaeTCs nginx, Nosy4MB 3anpoc

¢ B /etc/apache2/ports.conf 3aBoauTcs Tpebyemoe K0a-80 NOPTOB (M0 1 Ha BUPTYaNXxoCT)

e B KOH(hUre Ka)x4oro BUpTyasnxocTa npu nomown anpektussl VirtualHost BoicTaBnseTca
Tpebyembin agpec n nopT

e B KOH@Ure nginx NponucbIBaeTCa KaxK bl JOMEH

MpumMmepsbl - BHUMaHME, 3TO 04eHb NpocThle 6onBaHKK, a He paboymne dainbi!

/etc/apache2/ports.conf :

#lListen 80
Listen 127.0.

0.1:
Listen 127.0.0.1:

/etc/apache2/sites-available/sitel :

VirtualHost 127.0.0.1:
# 3TO0 HYXHO ec/im cTouT Moaysib mpm 1tk module - ps14a 3anycka Kaxgoro BUPTyaaxocTa
# roJ cBovM roJsib30BaTesieM
IfModule mpm itk module
AssignUserId sitelcom sitelcom
IfModule

ServerName sitel.com
ServerAlias www.sitel.com
ServerAdmin admin@sitel.com

DocumentRoot /var/www/sitel.com
Directory /var/www/sitel.com
Options FollowSymLinks MultiViews
AllowOverride All
Order allow,deny
allow from all
Directory

ErrorLog /var/log/apache2/sitel.com-error.log
CustomLog /var/log/apache2/sitel.com-access.log combined

# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.
LogLevel warn

VirtualHost

/etc/apache2/sites-available/site2 :
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VirtualHost 127.0.0.1:8082

# 3TO HYXHO ec/iv cTouT Modysib mpm 1tk module - pgsn14 3anycka Kaxgoro BUPTyasaxocTa

# roJy CBOMM r10J1b30BaTe/IEM
IfModule mpm itk module
AssignUserId site2com site2com
IfModule

ServerName site2.com
ServerAlias www.site2.com
ServerAdmin admin@site2.com

DocumentRoot

Directory /var/www/site2.com

var/www/site2.com

Options FollowSymLinks MultiViews

AllowOverride All

Order allow,deny

allow from all
Directory

ErrorLog
CustomLog

var/log/apache2/site2.com-error.log
var/log/apache2/site2.com-access.log combined

# Possible values include: debug, info, notice, warn, error, crit,

# alert, emerg.
LogLevel warn
VirtualHost

/etc/nginx/nginx.conf :

user www-data;
worker processes 3;

#error log logs/error.log;

#error log logs/error.log notice;
#error log logs/error.log 1info;
#pid logs/nginx.pid;
events

worker connections 1024;
http

include mime. types;

default type

#log format main

# ‘$status $body bytes sent "$http referer"

application/octet-stream;

‘$remote addr - $remote user [$time local] "$request"
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# '"$http user agent" "$http x forwarded for"';
#access log logs/access.log main;

sendfile on;
tcp nopush on;
tcp _nodelay on;

#keepalive timeout O0;
keepalive timeout ;

gzip on;

gzip _min_length ;

gzip buffers 8k;

gzip proxied expired no-cache no-store private auth;

gzip types text/plain application/xml application/x-pointplus
application/x-javascript text/css;

gzip_comp level 5;

gzip disable "MSIE [1-6]\.(?!.*SV1)"; # do not compress for IE1-6

# sitel.com
server
listen ;
server name www.sitel.com sitel.com;

#charset koi8-r;
#access log logs/host.access.log main;

location
proxy pass http://127.0.0.1: ;
proxy redirect off;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy headers hash max size ;
proxy headers hash bucket size ;
client max body size 40m;
client body buffer size 256k;

proxy connect timeout ;
proxy send timeout ;
proxy read timeout ;

proxy buffer size 64k;

proxy buffers 64k;

proxy busy buffers size 64k;

proxy temp file write size 64k;

proxy set header X-Forwarded-For $proxy add x forwarded for;

# OThayvya KapTUHOK

# 1. Ecnim kapTuHKa nexuT B nanke product, 3abpaTtb ee yepe3 Apache - Tam
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CKPUITOM HaJIOXKUTCA watermark

\.(jpg|jpeg

# site?.com
server

location ~* "product"

root /var/www/sitel.com;

proxy pass http://127.0.0.1: ;
proxy redirect off;

access log off;

# 2. Bce ocTaJlbHble KAPTUHKN OTAAEM HarpsamMyro
location ~
gif/png|ico|zip | tar|tgz | gz|bz2|rar |doc|xls|exe pdf ppt|txt)$

root /var/www/sitel.com;
access log off;

listen ;
server name www.site2.com site2.com;

#charset koi8-r;

#access log logs/host.access.log main;

location

\.(jpg|jpeg

proxy pass http://127.0.0.1: ;

proxy redirect off;

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy headers hash max size ;

proxy headers hash bucket size ;

client max_body size 40m;

client body buffer size 256k;

proxy connect timeout ;
proxy send timeout ;
proxy read timeout ;

proxy buffer size 64k;

proxy buffers 64k;

proxy busy buffers size 64k;

proxy temp file write size 64k;

proxy set header X-Forwarded-For $proxy add x forwarded for;
location ~

gif|png|ico|zip | tar|tgz|gz|bz2|rar | doc|xls|exe pdf ppt|txt)$

root /var/www/sitel.com;
access log off;
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Ccbinku

e [loMalwHsAa cTpaHMyKa nginx - http://sysoev.ru/
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