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Mikrotik: HacTpauBaeM IPSEC ToHHesNb

OcBounTb MikroTik Bbl MOXKeTe C MOMOLLbIO OHJIaH-Kypca «HacTponka obopynosaHms
MikroTik». B Kypce n3sy4atoTcs Bce TeMbl U3 ouumansHon nporpammel MTCNA. ABTOp -
ouumnanbHbIn TpeHep MikroTik. MaTepuan NnoAXOANT U TEM, KTO Y>Ke AaBHO paboTaeT ¢
obopypnosaHuem MikroTik, n Tem, KTO eLle He fepxxan ero B pykax. B coctas BxogaT 162
BMAEO0YpPOKa, 45 nabopaTopHbIX paboT, BONPOCkH! 419 CAMOMNPOBEPKY U KOHCMEKT. Y3HaTb
noapobHOCTK

OcHoBHOW MaTepwuan ansa npodtTeHus: http://wiki.mikrotik.com/wiki/Manual:IP/IPsec

HauyanbHble ycnoBus

Tpebyetcs nogHaTb IPSEC-ToHHeNnb Mexay asymsa Mikrotik
Mikrotik1:

e BHewHun IP: X.X.X.X
e BHyTpeHHasa nogceTb: 192.168.10.0/24

Mikrotik2:

e BHewHmn IP: Y.Y.Y.Y
e BHyTpeHHsa nogceTb: 192.168.20.0/24

Tanbl HACTPONKMK:

HacTtpowuTb firewall ong npoxoxxaeHma nakeTos
HacTtpouTb wmndgposaHme (Proposal) B IPSEC
HactpouTb nonutuky (Policies) B ipsec
HacTtponTtb nup (Peer) B ipsec

HacTtpouka Mikrotikl
Hactpouka Firewall
PaspewaemM naketbl oT Mikrotik2

IP - Firewall - Filter rules

> /ip firewall filter
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> add chain=input action=accept protocol=udp dst-port=500 src-
address=Y.Y.Y.Y

> add chain=input action=accept protocol=ipsec-esp src-address=Y.Y.Y.Y
> add chain=input action=accept protocol=ipsec-ah src-address=Y.Y.Y.Y

Pa3speluaem nakeTbl A BHYTPEHHUX ceTem

@ [laHHoe npaBnao HeobXo0AMMO NOCTaBMUTb NepPBbIM, 4TOOLI TPadhuK He yxXxoaua Kyaa
rnonano!

IP - Firewall » NAT
> /ip firewall nat

> add chain=srcnat action=accept src-address=192.168.10.0/23 dst-
address=192.168.20.0/24

HacTtpouka IPSEC
HacTtpouka wundposaHus

IP - IPsec = Proposals

> /ip ipsec proposals
> add name="Secure" auth-algorithms=shal enc-algorithms=aes-128-chc
lifetime=30m pfs-group=modpl024

HacTtpo#nka Policy

He cTtouT ocTaBnATb nonga «Src. Address» n «Dst. Address» co 3HaYeHUAMU NO
ymonyaHuio (0.0.0.0/0) - B 3TOM caiy4yae Bbl NOJIy4UTE PafoCTHO MOprakoLwmn
NnamMnoyKamy Kupnuy u noHagobutcs genatb cbpoc HacTpoek Mikrotik!

IP - IPsec - Policy

> /ip ipsec policy
> add src-address=192.168.10.0/24 src-port=any dst-address=192.168.20.0/24
dst-port=any

protocol=all action=encrypt level=require ipsec-protocols=ah-esp
tunnel=yes

sa-src-address=X.X.X.X sa-dst-address=Y.Y.Y.Y proposal=Secure
priority=0
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HacTtpouka Peer

IP - |Psec - Peers

> /ip ipsec peers
> add address=Y.Y.Y.Y local-address=:: passive=no port=500 auth-method=pre-
shared-key

secret="Pa$$word" generate-policy=no policy-template-group=default
exchange-mode=main

send-initial-contact=yes nat-traversal=no hash-algorithm=shal enc-
algorithm=aes-128

dh-group=modpl024 lifetime=1d dpd-interval=2m dpd-maximum-failures=5

HacTtpounka Mikrotik2

Hactpouka Firewall
Pa3spewaem naketbl oT Mikrotikl

IP - Firewall = Filter rules

> /ip firewall filter

> add chain=input action=accept protocol=udp dst-port=500 src-
address=X.X.X.X

> add chain=input action=accept protocol=ipsec-esp src-address=X.X.X.X
> add chain=input action=accept protocol=ipsec-ah src-address=X.X.X.X
> add chain=input action=accept protocol=udp src-address=X.X.X.X

Pa3pe|.uaeM nakeTbl AN BHYTPEHHUX ceTen

@ [laHHOe NpaBno0 He0bX0AMMO MOCTaBUTb NePBbIM, 4TOObLI TPadUK He yXoana Kyaa
nonasno!

IP - Firewall - NAT

> /ip firewall nat
> add chain=srcnat action=accept src-address=192.168.20.0/23 dst-
address=192.168.10.0/24

HacTtpouka IPSEC
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HacTtpouka wmndposaHus

IP - IPsec - Proposals

> /ip ipsec proposals
> add name="Secure" auth-algorithms=shal enc-algorithms=aes-128-chc
lifetime=30m pfs-group=modpl024

HacTtpouka Policy

g He cTOWUT 0CTaBnATb Nnons «Src. Address» n «Dst. Address» co 3HavyeHUsMM Mo
0 ymon4yaHuio (0.0.0.0/0) - B 3TOM cayy4ae Bbl MOJAy4YUTEe PafOCTHO MOPratoLimn
naMnoyKamy Kupnmy n noHagobutcsa genatb cbpoc HacTpoek Mikrotik!

IP - IPsec - Policy

> /ip ipsec policy
> add src-address=192.168.20.0/24 src-port=any dst-address=192.168.10.0/24
dst-port=any

protocol=all action=encrypt level=require ipsec-protocols=ah-esp
tunnel=yes

sa-src-address=Y.Y.Y.Y sa-dst-address=X.X.X.X proposal=Secure
priority=0

HacTtpouka Peer

IP - |Psec - Peers

> /ip ipsec peers
> add address=X.X.X.X local-address=:: passive=no port=500 auth-method=pre-
shared-key

secret="Pa$$word" generate-policy=no policy-template-group=default
exchange-mode=main

send-initial-contact=yes nat-traversal=no hash-algorithm=shal enc-
algorithm=aes-128

dh-group=modpl1024 lifetime=1d dpd-interval=2m dpd-maximum-failures=5

banaHcupoBka KaHanoB 1 IPSEC

Mikrotik: 6anaHcnposka asyx WAN ncnonb3ys PCC

Mpwn 3kcnnyaTauun IPSEC n banaHCMpoBKe KaHaNoB BbIACHUICA MHTEPECHbIN (haKT: Npu yCTaHOBKe
IPSEC He nony4aeTca obMeHATbCS BCeMm katodamu. IPSEC Bpoae bbl Kak U NOAHUMAETCH, HO
paboTaTb He paboTaeT. Ecnm nocmoTpeTsh IP - IPsec - Installed SAS - MOXXHO YBUAETb YTO CHETHMK
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«Current Bytes» nns ogHoro n3 knwo4ven paseH 0, T.e. 0bMeH Kno4YaMm BCe-Taku He npowen. Ons
npasunbHoM paboTel HeobxoamMo f0baBMTL eLle ABa Npasua:

> /ip firewall mangle

> add chain=output action=mark-connection new-connection-mark=ISP1 conn
passthrough=no out-interface=WAN1

> add chain=output action=mark-connection new-connection-mark=ISP2 conn
passthrough=no out-interface=WAN2

mikrotik, ipsec, vpn
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