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Mikrotik: sawimwaem SSH ot 6pyTtchopca

OcBounTb MikroTik Bbl MOXKeTe C MOMOLLbIO OHJIaH-Kypca «HacTponka obopynosaHms
MikroTik». B Kypce n3sy4atoTcs Bce TeMbl U3 ouumansHon nporpammel MTCNA. ABTOp -
ouumnanbHbIn TpeHep MikroTik. MaTepuan NnoAXOANT U TEM, KTO Y>Ke AaBHO paboTaeT ¢
obopypnosaHuem MikroTik, n Tem, KTO eLle He fepxxan ero B pykax. B coctas BxogaT 162
BMAEO0YpPOKa, 45 nabopaTopHbIX paboT, BONPOCkH! 419 CAMOMNPOBEPKY U KOHCMEKT. Y3HaTb
noapobHOCTK

OTcropga: http://wiki.leonchik.ru/doku.php?id=mikrotik:protect-ssh

Noes npocta: umeeTcs 4 Tabnnubl. 3 NPOMEXYTOYHBIX U OfHa B KOTOPOW XPaHATCS
3abn0kmMpoBaHHble agpeca. Bce Tabnuubl AgnHaMmyeckme. Agpec no mepe NOAKIYEeHNS
nobasnseTcs B Kaxxayto Tabavuy no ovepedn. Y Hac 3 NpoMexyTo4HbIX Tabanubl, agpeca B KOTOPbIX
XPaHATCA MO 04HON MUHYTEe. Takmm 06pa3oM nonyyaeTcs, YTO eC/iv B Te4eHne 0O4HON MUHYThI C
OLHOr0 1 TOro Xe agpeca byayT npomssefeHbl bonee 3-X NOMNbITOK MNOAKIOYEHMS, afpec nonagaeT B
camyio rnasHyto Tabnuuy, 4-10. Anpeca TaM B MoeM ciy4vae xpaHaTca 30 MUHYT. ECi KoMy He
XBaTaeT - MOXHO 6osibLue :)

MpuyMeYaHne: MOXXHO 3alMLaTb He TONbKO ssh, HO 1 gonbexxky Ha ntobon gpyron nopT

ip firewall filter add action=drop chain=input dst-port=22 protocol=tcp src-

address-list=ssh blacklist

ip firewall filter add action=add-src-to-address-list address-

list=ssh blacklist address-list-timeout=30m chain=input \
connection-state=new dst-port=22 protocol=tcp src-address-

list=ssh stage3

ip firewall filter add action=add-src-to-address-list address-

list=ssh stage3 address-list-timeout=1m chain=input \
connection-state=new dst-port=22 protocol=tcp src-address-

list=ssh stage2

ip firewall filter add action=add-src-to-address-list address-

list=ssh stage2 address-list-timeout=1m chain=input \
connection-state=new dst-port=22 protocol=tcp src-address-

list=ssh stagel

ip firewall filter add action=add-src-to-address-list address-

list=ssh stagel address-list-timeout=1m chain=input \
connection-state=new dst-port=22 protocol=tcp

ip firewall filter add chain=input connection-state=new dst-port=22

protocol=tcp

W ewe BoT oTctoga: http://wiki.mikrotik.com/wiki/Bruteforce_login_prevention

llaHHasa HacTponKka pa3pewaeT Bcero 10 HeBepHbIX MOMbITOK NOAKJYeHNS K FTP B MUHYTY, nocne
yero 610KMpyeT aTakyloLlero Ha 3 Yaca:

RTzRa's hive - https://wiki.rtzra.ru/


https://курсы-по-ит.рф/lp-mikrotik-mtcna?utm_source=wiki-rtza&utm_medium=cpc&utm_campaign=13
https://курсы-по-ит.рф/lp-mikrotik-mtcna?utm_source=wiki-rtza&utm_medium=cpc&utm_campaign=13
http://wiki.leonchik.ru/doku.php?id=mikrotik:protect-ssh
http://wiki.mikrotik.com/wiki/Bruteforce_login_prevention

Last update: 2020/11/08 21:28 software:mikrotik:mikrotik-ssh-secure https://wiki.rtzra.ru/software/mikrotik/mikrotik-ssh-secure

ip firewall filter add chain=input protocol=tcp dst-port=21 src-address-
list=ftp blacklist action=drop \ comment="drop ftp brute forcers"

ip firewall filter add chain=output action=accept protocol=tcp content="530
Login incorrect" dst-limit=1/1m,9,dst-address/1m

ip firewall filter add chain=output action=add-dst-to-address-list
protocol=tcp content="530 Login incorrect" \

address-list=ftp blacklist address-list-timeout=3h

Mpwn 6pyThopce SSH aTakytowmin nonagaet B 6aH Ha 10 gHen:

ip firewall filter add chain=input protocol=tcp dst-port=22 src-address-
list=ssh blacklist action=drop \

comment="drop ssh brute forcers" disabled=no

ip firewall filter add chain=input protocol=tcp dst-port=22 connection-
state=new \

src-address-list=ssh stage3 action=add-src-to-address-list address-
list=ssh blacklist \

address-list-timeout=10d comment="" disabled=no

ip firewall filter add chain=input protocol=tcp dst-port=22 connection-
state=new \

src-address-list=ssh stage2 action=add-src-to-address-list address-
list=ssh stage3 \

address-list-timeout=1m comment="" disabled=no

ip firewall filter add chain=input protocol=tcp dst-port=22 connection-
state=new src-address-list=ssh stagel \

action=add-src-to-address-list address-list=ssh stage2 address-list-
timeout=1m comment="" disabled=no

ip firewall filter add chain=input protocol=tcp dst-port=22 connection-
state=new action=add-src-to-address-list \

address-list=ssh stagel address-list-timeout=1m comment="" disabled=no

If you want to block downstream access as well, you need to block the with the forward chain:

add chain=forward protocol=tcp dst-port=22 src-address-list=ssh blacklist
action=drop \
comment="drop ssh brute downstream" disabled=no

Ins npocMoTpa 6/13kAnCTa (3a610KMPOBAHHbIX), AaeM CieflytoliMe KOMaHabl:

[admin@mikrotik] > /ip firewall address-list
[admin@mikrotik] /ip firewall address-list> print

mikrotik, ssh, bruteforce, secure, 3aWwmnTa
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