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Mikrotik: 6nokupyem 4yacTHble CeTU COrsiacHoO
RFC 6890

OcBonTb MikroTik Bbl MOXXeTe C NOMOLLbIO OHNTANH-Kypca «HacTponka obopynoBaHus
MikroTik». B Kypce n3y4atTcs BCe TeMbl U3 opumumanbHon nporpammbel MTCNA. ABTOp -
opmumansHbi TpeHep MikroTik. MaTepman noaAxoauT 1 TeM, KTO yXXe faBHO paboTaeT ¢
obopynosaHuem MikroTik, 1 Tem, KTO eLle He fepxas ero B pykax. B coctas Bxoaat 162
BMIEOYypoKa, 45 nabopaTopHbIX paboT, BONPOCH! A1 CAaMOMNPOBEPKM N KOHCMEKT. Y3HaTb
noapobHoCcTn

RFC 6890: https://tools.ietf.org/html/rfc6890

MpepynpexpeHue
He cTtouT 610KMpoBaTh BCE Noapsd, HeobXxoaAnMO NOHNMATb Y4TO Thbl AeNaellb!

IPv4

Cnucok nopceren:

/ip firewall address-list

add address=127.0.0.0/8 comment="RFC 6890 Loopback" list=PrivateNetIPv4
add address=192.168.0.0/16 comment="RFC 6890 Private-Use"
list=PrivateNetIPv4

add address=172.16.0.0/12 comment="RFC 6890 Private-Use" list=PrivateNetIPv4
add address=10.0.0.0/8 comment="RFC 6890 Private-Use" list=PrivateNetIPv4
add address=0.0.0.0/8 comment="RFC 6890 This host on this network"
list=PrivateNetIPv4

add address=100.64.0.0/10 comment="RFC 6890 Shared Address Space"
list=PrivateNetIPv4

add address=169.254.0.0/16 comment="RFC 6890 Link Local" list=PrivateNetIPv4
add address=192.0.0.0/24 comment="RFC 6890 IETF Protocol Assignments"
list=PrivateNetIPv4

add address=192.0.0.0/29 comment="RFC 6890 DS-Lite" list=PrivateNetIPv4
add address=198.18.0.0/15 comment="RFC 6890 Benchmarking"
list=PrivateNetIPv4

add address=198.51.100.0/24 comment="RFC 6890 Documentation (TEST-NET-2)"
list=PrivateNetIPv4

add address=203.0.113.0/24 comment="RFC 6890 Documentation (TEST-NET-3)"
list=PrivateNetIPv4

add address=224.0.0.0/4 comment="RFC 6890 Multicast" list=PrivateNetIPv4
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add address=240.0.0.0/4 comment="RFC 6890 Reserved" list=PrivateNetIPv4
Bnokuposka (BblbpaTb HyXHOE):

/ip firewall filter

add chain=input action=drop src-address-list=PrivateNetIPv4 in-
interface=ISP1 log=no log-prefix="PrivateNetIPv4" comment="PrivateNetIPv4"
add chain=forward action=drop src-address-list=PrivateNetIPv4 in-
interface=ISP1 log=no log-prefix="PrivateNetIPv4" comment="PrivateNetIPv4"
add chain=output action=drop src-address-list=PrivateNetIPv4 out-
interface=ISP1 log=no log-prefix="PrivateNetIPv4" comment="PrivateNetIPv4"

IPv6

Cnucok:

/ipve firewall address-list

add address=::1/128 comment="RFC 6890 Loopback Address" list=PrivateNetIPv6
add address=::/128 comment="RFC 6890 Unspecified Address"
list=PrivateNetIPv6

add address=64:ff9b::/96 comment="RFC 6890 IPv4-IPv6 Translat."
list=PrivateNetIPv6

add address=::ffff:0.0.0.0/96 comment="RFC 6890 IPv4-mapped Address"
list=PrivateNetIPv6

add address=100::/64 comment="RFC 6890 Discard-Only Address Block"
list=PrivateNetIPv6

add address=2001::/23 comment="RFC 6890 IETF Protocol Assignments”
list=PrivateNetIPv6

add address=2001::/32 comment="RFC 6890 TEREDO" list=PrivateNetIPv6

add address=2001:2::/48 comment="RFC 6890 Benchmarking" list=PrivateNetIPv6
add address=2001:db8::/32 comment="RFC 6890 Documentation"
list=PrivateNetIPv6

add address=2001:10::/28 comment="RFC 6890 ORCHID" list=PrivateNetIPv6
add address=2002::/16 comment="RFC 6890 6to4" list=PrivateNetIPv6

add address=fc00::/7 comment="RFC 6890 Unique-Local" list=PrivateNetIPv6
add address=fe80::/10 comment="RFC 6890 Linked-Scoped Unicast"
list=PrivateNetIPv6

BnoknpoBKka (BblIbpaTb HY>XHOE):

add chain=input action=drop src-address-list=NonPublicIPv6 in-interface=ISP1l
log=no log-prefix="NonPublic IPv6" comment="PrivateNetIPv6"

add chain=output action=drop src-address-list=NonPublicIPv6 out-
interface=ISP1 log=no log-prefix="NonPublic IPv6" comment="PrivateNetIPv6"
add chain=forward action=drop src-address-list=NonPublicIPv6 in-
interface=ISP1 log=no log-prefix="NonPublic IPv6" comment="PrivateNetIPv6"

rfc6890, private net, mikrotik, 4acTHas ceTb, cepas ceTb
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