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Mikrotik: 6a3oBas HacTpounka firewall

OcBounTb MikroTik Bbl MOXKeTe C MOMOLLbIO OHJIaH-Kypca «HacTponka obopynosaHms
MikroTik». B Kypce n3sy4atoTcs Bce TeMbl U3 ouumansHon nporpammel MTCNA. ABTOp -
ouumnanbHbIn TpeHep MikroTik. MaTepuan NnoAXOANT U TEM, KTO Y>Ke AaBHO paboTaeT ¢
obopypnosaHuem MikroTik, n Tem, KTO eLle He fepxxan ero B pykax. B coctas BxogaT 162
BMAEO0YpPOKa, 45 nabopaTopHbIX paboT, BONPOCkH! 419 CAMOMNPOBEPKY U KOHCMEKT. Y3HaTb
noapobHOCTK

RouterQOS aBnseTcs pa3HOBMAHOCTbLIO Linux, B Ka4ecTBe NakeTHOro uibTpa npumeHseTca netfilter
CO BCEMMU BblTeKaLWmnMy naocamMmu n MuHycamu. lokymeHTtauus no netfilter:
http://www.netfilter.org/documentation/ n http://www.opennet.ru/docs/RUS/iptables/
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PoyTuHr Tpadgumka Layer 3 (IP):
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Packet Flow Diagram (ynpoLieHHas):
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Hecko/IbKO NpMHLUWMOB:

e Kaxpoe npPaBuno NPUHAONEXUT 0OHOM 13 3TNX Tabnuu 1 COCTONT U3 yCJ'IOBVII7I, HaXoOALWMNXCA B
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yeThlpex BKNagkax: General, Advanced, Extra un Action

 [1paBnJI0 MOXET Coep)XaTb MHOXXECTBO YC/I0BUIA, FMAaBHOE He AenaTb X NPOTUBOPEYNBbLIMU

e EC/n npoxoasa no npasuiaaM MakeT NOAXOAWNT MO BCe yCnoBus, OH obpabaTbiBaeTcs
COOTBETCTBYIOLLMM NpaBuIoM (gencTene B 3aknagke Action) n ganbuwe He naet (Ha camom
[lene HeKOTopble AeNCTBMA NPONYCKaloT NakeT Aasblue, NPOCTO 3aNOMHUTE 3TOT (PakT ecnu
nnaHupyeTe B byayuiem rnybxxe pasobpatbca ¢ netfilter)

e [lakeT NPOXO4MT MO CANCKY NPaBWJ CBEPXY-BHW3, MO3TOMY NOPSAAOK MPaBu KpaHe BaXeH

e KpaliHe XenaTesIbHO pyKOBOACTBOBATLCA NMPUHLMMOM «3anpeLeHo BCe, KpOMe ABHO
pa3peLleHHoro»

e Yem 6onblue npaBua - TEM CUJIbHEE HArpy3Ka Ha MPoLEeccop, 4TO MOXXeT NPUBOAUTL K
nageHno NPonyCcKHOM cnocobHoCTH

Mpn N3MeHeHWW NpaBua BMNoOJIHE BO3MOXHO 3ab6/10KMpoBaTb caMoMy cebe AocTyn K

ycTpoicTBy! Bo m3bexaHune Takux BbiCTpesioB cebe B HOry cieayeT SBHO
MPOMUCHLIBATL CaMbiM MEPBbIM NPaBUIOM pa3pelleHmne cebe Ha JOCTYM K YCTPOMCTBY U

ncnosb3oBaTb KHoMKy Winbox'a 0603Ha4vyeHHyto Kak «Safe Mode»

CaMbli MMHUMANbHbIX HADOP NpaBun

Tabnuua filter

OnwncaHwue CTpoOK:

0,1 - oTbpacbiBaTb BCE HEBEPHbIE NAKETHI

* 2,3,4,5 - nponyckaTb BCe y)Xe YCTaHOBJIEHHbIe COeANHEHNS

* 6,7 - nponyckaTb BCe icmp-nakeTbl (ping 1 T7.4.). Hebe3onacHo, HO Ans AoMa conpet

e 8 - pa3pewunTb DNS-3anpochkl 13 N0KaSIbHON CETH

e 9-14 - 3awmTa SSH oT aTaku bruteforce, noapobHee TyT: Mikrotik: 3awmuwaem SSH ot
bpyThopca

e 15 - locTyn K poyTepy rno SSH

e 16 - [loctyn K poyTepy no HTTPS

e 17 - focTyn K poyTepy no Winbox

e 18 - pa3pelnTb CepBepP BPEMEHMN N3 SIOKAJSIbHOW CETH

e 19 - pa3peLwwnTb BbIXOL B MHTEPHET A1 JIOKAJIbHOW CceTu

e 20,21 - 3anpeTuTb BCe OCTaJIbHOE

> /ip firewall filter print
Flags: X - disabled, I - invalid, D - dynamic

0 ;53 Drop all INVALID
chain=input action=drop connection-state=invalid log=no log-prefix=""
1 chain=forward action=drop connection-state=invalid log=no log-
prefix=""
2 ;53 Allow all ESTABLISHED

chain=input action=accept connection-state=established log=no log-
prefix=""
3 chain=forward action=accept connection-state=established log=no log-
prefix=""
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4 ;33 Allow all RELATED
chain=input action=accept connection-state=related log=no log-
prefix=""
5 chain=forward action=accept connection-state=related log=no log-
prefix=""
6 ;13 Allow ICMP from all
chain=input action=accept protocol=icmp log=no log-prefix=""
7 chain=forward action=accept protocol=icmp log=no log-prefix=""
8 ;33 Allow DNS from LAN

chain=input action=accept protocol=udp src-address=192.168.88.0/24 in-
interface=bridge-local dst-port=53 log=no log-prefix=""
9 ;33 SSH anti-bruteforce

chain=input action=drop protocol=tcp src-address-list=ssh blacklist
dst-port=22 log=no log-prefix=""
10 chain=input action=add-src-to-address-list connection-state=new
protocol=tcp src-address-list=ssh stage3 address-list=ssh blacklist address-
list-timeout=30m dst-port=22 log=no log-prefix=""
11 chain=input action=add-src-to-address-list connection-state=new
protocol=tcp src-address-list=ssh stage2 address-list=ssh stage3 address-
list-timeout=1m dst-port=22 log=no log-prefix=""
12 chain=input action=add-src-to-address-list connection-state=new
protocol=tcp src-address-list=ssh stagel address-list=ssh stage2 address-
list-timeout=1m dst-port=22 log=no log-prefix=""
13 chain=input action=add-src-to-address-list connection-state=new
protocol=tcp address-list=ssh stagel address-list-timeout=1m dst-port=22
log=no log-prefix=""

14 chain=input action=accept connection-state=new protocol=tcp dst-
port=22 log=no log-prefix=""
15 ;35 Allow SSH from all

chain=input action=accept protocol=tcp dst-port=22 log=no log-
prefix=""
16 ;73 Allow HTTPS from all

chain=input action=accept protocol=tcp dst-port=443 log=no log-
prefix=""
17 ;55 Allow WINBOX from Home

chain=input action=accept protocol=tcp in-interface=bridge-local dst-
port=8291 log=no log-prefix=""
18 ;53 Allow NTP from LAN

chain=input action=accept protocol=udp in-interface=bridge-local dst-
port=123 log=no log-prefix=""
19 ;73 Allow Internet from LAN

chain=forward action=accept src-address=192.168.88.0/24 in-
interface=bridge-local log=no log-prefix=""

20 ;33 DROP ALL REQUEST
chain=input action=drop log=no log-prefix=""
21 chain=forward action=drop log=no log-prefix=""

Tabnuua NAT

Pa3peluaeT BbIXOL KOMMbIOTEPOB JIOKASIbHOW CETU B UHTEPHET Yepe3 PPPOE-nHTepgenc ¢ nmeHem
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MY_PROVIDER

> /ip firewall nat print
Flags: X - disabled, I - invalid, D - dynamic
0 ;53 Masquerade for LAN to ISP
chain=srcnat action=masquerade src-address=192.168.88.0/24 out-
interface=MY PROVIDER log=no log-prefix=""
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