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Mikrotik: bnokupyem ckaHupyiowme XocTbl

OcBounTb MikroTik Bbl MOXKeTe C MOMOLLbIO OHJIaH-Kypca «HacTponka obopynosaHms
MikroTik». B Kypce n3sy4atoTcs Bce TeMbl U3 ouumansHon nporpammel MTCNA. ABTOp -
ouumnanbHbIn TpeHep MikroTik. MaTepuan NnoAXOANT U TEM, KTO Y>Ke AaBHO paboTaeT ¢
obopypnosaHuem MikroTik, n Tem, KTO eLle He fepxxan ero B pykax. B coctas BxogaT 162
BMAEO0YpPOKa, 45 nabopaTopHbIX paboT, BONPOCkH! 419 CAMOMNPOBEPKY U KOHCMEKT. Y3HaTb
noapobHOCTK

/ip firewall address-list

add list="LAN" address="192.168.0.0/24" comment="LAN"

/ip firewall filter

add action=add-src-to-address-list address-list=port scanners address-list-
timeout=2w chain=input comment="Port scanners to list" protocol=tcp
psd=21,3s,3,1 src-address-list=!LAN

add action=add-src-to-address-1list address-list=port scanners address-list-
timeout=2w chain=input comment="NMAP FIN Stealth scan" protocol=tcp tcp-
flags=fin, !syn, !rst, !Ipsh, tack, 'urg

add action=add-src-to-address-list address-list=port scanners address-list-
timeout=2w chain=input comment="SYN/FIN scan" protocol=tcp tcp-flags=fin,syn
add action=add-src-to-address-list address-list=port scanners address-list-
timeout=2w chain=input comment="SYN/RST scan" protocol=tcp tcp-flags=syn,rst
add action=add-src-to-address-list address-list=port scanners address-list-
timeout=2w chain=input comment="FIN/PSH/URG scan" protocol=tcp tcp-
flags=fin,psh,urg, !syn, !rst, lack

add action=add-src-to-address-list address-list=port scanners address-list-
timeout=2w chain=input comment="ALL/ALL scan" protocol=tcp tcp-
flags=fin,syn, rst,psh,ack,urg

add action=add-src-to-address-list address-list=port scanners address-list-
timeout=2w chain=input comment="NMAP NULL scan" protocol=tcp tcp-
flags=!fin, !syn, !rst, !psh, lack, lurg

/ip firewall raw

add chain=prerouting action=drop log=no log-prefix="" src-address-
list=port scanners

Heobxonumo obpaTnTh BHMMaHMe Ha Address-List KOTOpbIN co34aeTCa NepBON CTPOKON - B HEM
LOJDKHbI ObITh afpeca BHYTPEHHUX NOACETEN

B naHHOM npumepe 610KMPOBKa OCyLLECTBASETCA Ha 2 Heaenn (address-list-timeout=2w)
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