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NoMmeH Active Directory - noOCTOSSHHO
OJIOKMPYIOTCA YY4ETHbIE 3aNucH

Bce Havyanocb € TOro YTO Napa nonb3oBaTesnien CTanun perynsapHo 610knuposaTbCcsA. CTaHO4APTHbIN
NOMCK No «MpocMoTp COBLITUA» NOKa3an BOT TaKylo KapTUHY:

KoMnbloTep nonbiTascs NPOBEPUTb YHETHbIE AaHHbIE YYETHOM 3annciu.

MakeT nposepku noganHHoct: MICROSOFT AUTHENTICATION PACKAGE V1 0O
YyeTHas 3anucb Bxoaa: TESTER

NcxopnHasa paboyas cTaHUMS:

Kon ownbkum: OxcO00006a

Xo4yeTca 0OTMeTUTb, YTO «McxonHas paboyas CTaHUMSA» - NYCTO, HUKAKUX JaHHbIX HeT.
Tak Xe B fiorax NpucyTcTBOBasM Koabl owmnbok 0xc000006a n 0xc0000234

MHTepHET noackKa3aJs 4TO OHW O3Ha4aloT:

0xcO00006a — An invalid attempt to login has been made by the following
user.

0xc0000234 — The user account has been automatically locked because too many
invalid logon attempts or password change attempts have been requested.

F'yriieHne 1 YTeHne yMHbIX 1 NoJIe3HbIX CTaTeek (HanpuMep BOT
https://habrahabr.ru/company/netwrix/blog/148501/) npnBenn K HEOHXOAUMOCTUN BKIOUNTD
pacLUMPEHHbIN NOr - Ha KOHTPOJIepax LOMeHa BKIOHYUI

nltest /dbflag:0x2080ffff
He 3abblTb MOTOM BbIKJIIOYUTb KOMaHO oW
nltest /dbflag:0x0

1 HaYan aHanm3mposaTb pe3ynbTaT B (hansie C:\Windows\debug\netlogon.log pykamu nnm 4em-to
Bpoge

type C:\Windows\debug\netlogon.log | findstr MYLOGIN

N NCTOYHNUK I'Ip06ﬂeMbI Obln1 HanaeH - n3 OPYXECTBEHHOIO AOMEHa NMNPUXO4NJ10 OrpoOMHOE KOJINYECTBO
3alfpocoB Ha aBTOpM3aL N0, HEYTO BpoAE:

10/13 21:32:39 [LOGON] MY-DOMAIN: SamLogon: Transitive Network logon of MY-
DOMAIN\TESTER from (via DCO3) Entered

10/13 21:32:39 [LOGON] MY-DOMAIN: SamLogon: Transitive Network logon of MY-
DOMAIN\TESTER from (via DCO3) Returns 0xCO0O0006A

MoHATHO, pa60TaeT Kakas-To 3apa3a. Hy 4To Xe - MAY He Ha Hallen CTOPOHE M 3TO YXXe XOPOoLoO.
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Yepes HeKOTOpOe BpeMs KoJlern oTBeTUAN - LeNCTBUTENbHO, Aonbunnce Yepes nx RDP-cepsepa.
MPpUKpYTWUAM CKPUNTUK, BRokupyowmin nepedbupaTtenein n HacTynuia TuwnHa. Kctatu, Ha
CBeXenoaHAToM linux-cepBepe s Bcerfa nepsbiM gesiom ctasto fail2ban, 3To yxe pegnekc.

PelleHnn CyLLeCcTBYET Kyya, Hanpumep:

e ipban - https://github.com/digitalruby/ipban

RDP Defender 2.4

EviWatcher - http://nerderies.blogspot.com/

fail2ban -

http://dmurr.ru/fail2ban-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0-%D1%81-nat-rd

p/

e fail2ban -
https://wqweto.wordpress.com/2013/12/10/how-to-use-fail2ban-with-terminal-servers-rdsh-farm/

e http://nerderies.blogspot.com/2012/12/automatically-banning-ips-with-windows.html

e https://cyberarms.net/security-insights/security-lab/remote-desktop-logging-of-ip-address-
(security-event-log-4625).aspx - Introducing TLS/SSL as Remote Desktop authentification,
Windows does not log the source IP address of the failed login anymore. Within the event log
you will just find the audit failure 4625 with NULL SID and no IP address.

e http://psscripts.blogspot.com/2012/12/automatically-block-rdp-attacks-on-your.html

Kak BapyaHT 3alUWTbl N0/b30BaTE/IEN - MOXKHO Pa3peLLnTb BXO TObKO C onpeaeseHHbIX
KOMMbloTEPoB 4T0ObI 06€30MacnTb yHeTHbIE 3anncK (Y4eTHas 3anuck nosb3oBaTens - CBoNCTBa -
YyeTHas 3anncb - Bxof Ha... - TO/IbKO Ha YKa3aHHble KOMMbIOTEPDI).

rdp, block, 610knMpoBKa y4eTHbIX, 3anncen, 610kKnpoBka nonb3osaTtenen, 0xc000006a, 0xc0000234,
MICROSOFT AUTHENTICATION PACKAGE V1 0, nepebop naponein, evil watcher

From:
https://wiki.rtzra.ru/ - RTzRa's hive

Permanent link:
https://wiki.rtzra.ru/software/microsoft/account-locked

Last update: 2020/05/09 02:52

https://wiki.rtzra.ru/ Printed on 2026/05/29 16:10


https://github.com/digitalruby/ipban
http://nerderies.blogspot.com/
http://dmurr.ru/fail2ban-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0-%D1%81-nat-rdp/
http://dmurr.ru/fail2ban-%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D0%B0-%D1%81-nat-rdp/
https://wqweto.wordpress.com/2013/12/10/how-to-use-fail2ban-with-terminal-servers-rdsh-farm/
http://nerderies.blogspot.com/2012/12/automatically-banning-ips-with-windows.html
https://cyberarms.net/security-insights/security-lab/remote-desktop-logging-of-ip-address
http://psscripts.blogspot.com/2012/12/automatically-block-rdp-attacks-on-your.html
https://wiki.rtzra.ru/tag/rdp?do=showtag&tag=rdp
https://wiki.rtzra.ru/tag/block?do=showtag&tag=block
https://wiki.rtzra.ru/tag/blokirovka_uchetnyx?do=showtag&tag=%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0_%D1%83%D1%87%D0%B5%D1%82%D0%BD%D1%8B%D1%85
https://wiki.rtzra.ru/tag/zapisej?do=showtag&tag=%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D0%B5%D0%B9
https://wiki.rtzra.ru/tag/blokirovka_polzovatelej?do=showtag&tag=%D0%B1%D0%BB%D0%BE%D0%BA%D0%B8%D1%80%D0%BE%D0%B2%D0%BA%D0%B0_%D0%BF%D0%BE%D0%BB%D1%8C%D0%B7%D0%BE%D0%B2%D0%B0%D1%82%D0%B5%D0%BB%D0%B5%D0%B9
https://wiki.rtzra.ru/tag/0xc000006a?do=showtag&tag=0xc000006a
https://wiki.rtzra.ru/tag/0xc0000234?do=showtag&tag=0xc0000234
https://wiki.rtzra.ru/tag/microsoft_authentication_package_v1_0?do=showtag&tag=MICROSOFT_AUTHENTICATION_PACKAGE_V1_0
https://wiki.rtzra.ru/tag/perebor_parolej?do=showtag&tag=%D0%BF%D0%B5%D1%80%D0%B5%D0%B1%D0%BE%D1%80_%D0%BF%D0%B0%D1%80%D0%BE%D0%BB%D0%B5%D0%B9
https://wiki.rtzra.ru/tag/evil_watcher?do=showtag&tag=evil_watcher
https://wiki.rtzra.ru/
https://wiki.rtzra.ru/software/microsoft/account-locked

	Домен Active Directory - постоянно блокируются учетные записи

