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Fail2ban - ycTaHOBKa n HacTpoMrKa

Fail2ban - 3T0 NnpocTeHbKasa cucTemMa AN4 3alMThl OT aTak CBA3aHHbLIX C N0ABOPOM Mapons.
Hanpumep MOXHO NpMMEHUTb CliefytoLlee npasuio: NoCae TPex HeBEPHbIX NOMbITOK aBTopusaumm IP
aTakytoulero 6aHnTca (a UMeHHOo BnokupyeTcs cpeacTesamu iptables) Ha 60 MUHYT. O4eBUAHO, YTO
fail2ban He cnocobeH 3aWnTUTL OT MAaCCOBLIX pPacnpefeneHHbIX aTak, HO TYT YXK NPUMEHSAI0TCS
COBEpPLUEHHO Apyrme meToAbl 1 CpencTsa.

YcTaHOBKaA

MpocTo ycTaHaeamBaem u Bce. Ana Ubuntu 10.04 LTS moxxHO 0o6aBuTb CTOPOHHUIA PPA ons
yCTaHOBKM B6onee HoBoW Bepcum (B CTaHAapTHOM peno3uTtopun 0.8.4, BbinyLleHHbIN axk B 2009 roay)
KOMaH a0

# sudo apt-add-repository ppa:skurylo/fail2ban
# sudo apt-get update
<code>

N YCTaHaBJINBaEM:

<code>
# sudo apt-get install fail2ban

Bce HacTponkmn xpaHaTca B /etc/fail2ban n Becbma o4eBmaHbI Hnarogaps xopoLuo
KOMMEHTMPOBAHHbLIM (hannam KoHUrypaumm.

e fail2ban.conf - 06wwme HacTporku (ypoBeHb IOrMPOBaHMA, Kyaa NuLeM noru v T.4.)

e jail.conf - cobcTBEHHO CaMM NMpaBuaa 3alUNTbI, TakK )Xe BCe NPenesibHO NOHATHO.

e B nanke action.d xpaHsaTca ansbl, OCyLLeCTBAAOWME B3aUMOLENCTBNE C YTUANTAMU
onepaunoHHON CUCTEMbI - 34eCb U OTAAITCA KOHKPETHbIE YKa3aHUs Kak pearnposaTh Ha
OMNacCHOCTb.

e B nanke filter.d xpaHuTCca noruka paboTsbl - KPUTEPUM MO KOTOPbLIM Y MPOUCXOANT
cpabaTbiBaHMe NpaBul.

Mpumep: Hagoenn 60Tbl, NLLYLLNE HEKOTOPbLIE CKPUNTLI Ha HaweM Beb-cepBepe (HanpuMmep, nwywme
ysi3BUMble Bepcun phpmyadmin). U ceryac mbl ux bygem oTCcTpennBaTh.

e Co3paem npaswuia, N0 KOTOpbIM BpeanTesnb byaeTt obHapyxnBaTbCs:

®ann filter.d/apache-nobots.conf

# Fail2Ban configuration file

#

# Author: Evgeny Cheremnykh <rtzra@mail.ru>
#

# $Revision: 717 $

#

[Definition]
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# Option: failregex

# Notes.: regex to match failures to find a home directory on a server,
which

# became popular last days. Most often attacker just uses IP
instead of

# domain name -- so expect to see them in generic error.log if you
have

# per-domain log files.

# Values: TEXT

#

failregex = [[]client <HOST>[]] File does not exist: .*/*/phpmyadmin*
[[Iclient <HOST>[]] File does not exist: .*/*/phpmyadminl*
[[lclient <HOST>[]] File does not exist: .*/*/phpmyadmin2*
[[Iclient <HOST>[]] File does not exist: .*/*/phpMyAdmin*
[[lJclient <HOST>[]] File does not exist: .*/*/php-My-Admin*
[[Iclient <HOST>[]] File does not exist: .*/*/php-my-admin*
[[Iclient <HOST>[]] File does not exist: .*/*/dbadmin*
[[lIclient <HOST>[]] File does not exist: .*/*/myadmin*
[[lclient <HOST>[]] File does not exist: .*/*/mysqladmin*
[[Iclient <HOST>[]] File does not exist: .*/*/mysql-admin*
[[Iclient <HOST>[]] File does not exist: .*/*/webdav*
[[Iclient <HOST>[]] File does not exist: .*/*/pma*
[[Iclient <HOST>[]] File does not exist: .*/*/PMA*

# Option: 1ignoreregex

# Notes.: regex to ignore. If this regex matches, the line is ignored.
# Values: TEXT

#

ignoreregex =

» [lobaBnsiem Halle NpaBuIo B CMINCOK

®ainn jail.conf

[apache-nobots]

enabled = true

port = http, https

filter = apache-nobots

logpath = /var/log/apache*/*error.log

maxretry = 2

fail2ban, 3awmnTa

From:
https://wiki.rtzra.ru/ - RTzRa's hive

Permanent link:
https://wiki.rtzra.ru/software/fail2ban/fail2ban-setup

Last update: 2017/05/09 18:34

https://wiki.rtzra.ru/ Printed on 2024/04/26 01:26


https://wiki.rtzra.ru/tag/fail2ban?do=showtag&tag=fail2ban
https://wiki.rtzra.ru/tag/zaschita?do=showtag&tag=%D0%B7%D0%B0%D1%89%D0%B8%D1%82%D0%B0
https://wiki.rtzra.ru/
https://wiki.rtzra.ru/software/fail2ban/fail2ban-setup

	Fail2ban - установка и настройка
	Установка


