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Blocky: YcTaHOBKaA M HaCcTpoOMUKa

Blocky - 370 DNS-npoKcu ¢ hyHKLMEN Bbipe3aHMa pekaambl, aHasor 3HaMmeHuToro Pi-Hole:
https://wiki.rtzra.ru/software/pihole/pihole-install. PaboTaeT cneayowmm obpa3om: NPOKCMpPYeT BCE
DNS-3anpochl 1 Bblpe3aeT BCe AOMEHbI 3aHECEHHbIE B YEPHbIN CMIUCOK. YTO 3TO AaeT: SKOHOMUTCSH
Tpadh kK, 0cBOOOXKAAETCA MHTEPHET-KaHal OT M3ObITOYHbIX 3aNPOCOB, Ha YCTPONCTBAX HE HYXKHO
yCTaHaBAMBaTb H1OKNPOBLLMKK pekiamebl. MNeprnogunyeckn o6HOBASET Cnnckn 610KMPOBKK (BpeMs
MEHSEeTCA B HAaCTPOMKaXx).

JoMawHaa cTpaHuyka: https://OxerrOr.github.io/blocky/
FoToBble CKpPUNTBLI MOXXHO B3ATb TYT: https://github.com/rtzra/docker/tree/master/blocky
[MnaH yCcTaHOBKU:

e HacTpomnka KoHgurypauum

3anyck B Docker

HacTtponka Prometheus ona cbopa meTpuk

HacTtpoika Grafana Dashboard ans nony4eHus KpacusbiX 0TYETOB

HacTpouka KoHdurypauum

MoapobHo BCe onuum onucaHsbl TyT: https://0xerrOr.github.io/blocky/configuration/

Crnncok ny6anyHeix DNS-cepBepoB C 0NMCaHNEM N BO3MOXXHOCTSIMU MOXXHO HAWTU TyT:
https://dnsprivacy.org/public_resolvers/, s npegno4yuTato ncnonb3osaTb DNS-over-TLS (DoT).

Cninckn ansa 610KMPOBKM MOXXHO B3ATb TYT: https://firebog.net/ n ons pycckos3bl4HOro cermeHTa TyT:
https://github.com/AdguardTeam/AdguardFilters

Mpumep rotoBoro anna KoHpurypaumm blocky.conf:

# Configuration file blocky.conf for Blocky #
https://0xerrOr.github.io/blocky/

upstream:

# List of public DNS servers:
https://0xerrOr.github.io/blocky/additional information/#list-of-public-dns-
servers

default:
# - tcp-tls:172.16.1.2 # You own secure upstream DNS server
- tcp-tls:1.1.1.1 # one.one.one.one
- tcp-tls:1.0.0.1 # one.one.one.one
- tcp-t1s:8.8.8.8 # Google
- tcp-tls:8.8.4.4 # Google
- tcp-tls:9.9.9.9 # quad9.net

#- 149.112.112.112 # quad9.net
# Restrict DNS for some network
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#192.168.100.0/24:

# - 1.1.1.1
# - 9.9.9.9
conditional:
rewrite:
example.com: YOU-OWN-DOMAIN.COM
mapping:

YOU-OWN-DOMAIN.COM: udp:10.10.20.1,udp:10.10.21.1
# for reverse DNS lookups of local devices
20.10.10.in-addr.arpa: udp:10.10.20.1
21.10.10.1in-addr.arpa: udp:10.10.21.1
blocking:
refreshPeriod: 30 # Reload blocklist Every 30 minutes, default 60
blockType: zerolp
blackLists:
default:
- https://raw.githubusercontent.com/StevenBlack/hosts/master/hosts
suspicious:
https://raw.githubusercontent.com/PolishFiltersTeam/KADhosts/master/KADhosts
Ltxt
https://raw.githubusercontent.com/FadeMind/hosts.extras/master/add.Spam/host
S
- https://v.firebog.net/hosts/static/w3kbl. txt
advertising:
- https://easylist.to/easylist/easylist.txt
- https://secure.fanboy.co.nz/fanboy-cookiemonster.txt
- https://adaway.org/hosts.txt
- https://v.firebog.net/hosts/AdguardDNS. txt
- https://v.firebog.net/hosts/Admiral. txt
https://raw.githubusercontent.com/anudeepND/blacklist/master/adservers.txt
- https://s3.amazonaws.com/lists.disconnect.me/simple ad.txt
- https://v.firebog.net/hosts/Easylist.txt
https://pgl.yoyo.org/adservers/serverlist.php?hostformat=hosts&showintro=0&m
imetype=plaintext
https://raw.githubusercontent.com/FadeMind/hosts.extras/master/UncheckyAds/h
osts
- https://raw.githubusercontent.com/bigdargon/hostsVN/master/hosts
tracking-telemetry:
- https://easylist.to/easylist/easyprivacy.txt
- https://v.firebog.net/hosts/Easyprivacy.txt
- https://v.firebog.net/hosts/Prigent-Ads.txt
https://raw.githubusercontent.com/FadeMind/hosts.extras/master/add.207Net/ho
sts

https://raw.githubusercontent.com/crazy-max/WindowsSpyBlocker/master/data/ho
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sts/spy.txt

- https://hostfiles.frogeye.fr/firstparty-trackers-hosts.txt

malicious:

https://raw.githubusercontent.com/DandelionSprout/adfilt/master/Alternate%20
versions%20Anti-Malware%s20List/AntiMalwareHosts.txt

- https://osint.digitalside.it/Threat-Intel/lists/latestdomains.txt

- https://s3.amazonaws.com/lists.disconnect.me/simple malvertising.txt

- https://v.firebog.net/hosts/Prigent-Crypto.txt

https://bitbucket.org/ethanr/dns-blacklists/raw/8575c9f96e5b4al1308f2f12394ab
d86d0927a4a0/bad lists/Mandiant APT1 Report Appendix D.txt
- https://phishing.army/download/phishing army blocklist extended.txt

https://gitlab.com/quidsup/notrack-blocklists/raw/master/notrack-malware.txt

https://raw.githubusercontent.com/Spam404/lists/master/main-blacklist.txt
https://raw.githubusercontent.com/FadeMind/hosts.extras/master/add.Risk/host
S
- https://urlhaus.abuse.ch/downloads/hostfile/
other:
- https://zerodotl.gitlab.io/CoinBlockerLists/hosts browser
clientGroupsBlock:
default:
- default
- suspicious
- advertising
- tracking-telemetry
- malicious
- other
# optional: use this DNS server to resolve blacklist urls and upstream DNS
servers (DOH). Useful if no DNS resolver is configured an
bootstrapDns: tcp:1.1.1.1
# Define ports
port: 53
httpPort: 4000
# Prometheus Statistic
prometheus:
enable: true
path: /metrics
# optional: Drop all AAAA query if set to true. Default: false
disableIPv6: true
# Log Settings
logLevel: info
logFormat: text
logTimestamp: true
# Log Query
querylLog:
dir: /logs
perClient: true
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logRetentionDays: 7

3anyck B Docker

HebonbLuon CKpUNT ANa 3anycka:
#!/bin/sh

# see https://github.com/0xXxERROR/blocky
# https://0xerrOr.github.io/blocky/

docker ps -a --no-trunc | grep "blocky" | awk '{print $1}' | xargs docker
container stop

docker pull spx01/blocky
echo y | docker system prune --volumes
sudo cp blocky.yml /opt/blocky.yml

sudo docker volume create blocky logs
sudo docker volume create block blacklist

docker run -d --restart unless-stopped \
-v blocky blacklist:/app/blacklists/ \
-v blocky logs:/logs \
--name blocky -v /opt/blocky.yml:/app/config.yml \
-p 4000:4000 -p 53:53/udp \
spx01l/blocky

Norvka paboThbl:

e OcTaHaB/MBaeT M yaanseT BCe 3anyLweHHble KOHTenHepsbl ¢ blocky

e TAHeT U3 NHTepHETa NOC/IeLHIO BEPCUIO

e YpandeT BCce Heucrnonb3yemble Volumes (04MCTKa n0ros)

e KonupyeT (han KoHpurypawmm

e Co3paet Volumes ¢ nmeHamm blocky logs (3pecb xpaHaTca norun 3anpocos) u block_blacklist
(Clopa MOXXHO NogknaabiBaTb HOBbIE CMIUCKK A5 BOKMPOBKM)

e 3anyckaeT KOHTelHep ¢ blocky

Hactpoitka Prometheus pns cbopa meTpuk

Jobasnsiem B HacTponky Prometheus HoBbIN job:
scrape configs:

- job name: 'blocky'
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static configs:
- targets: ['10.10.10.2:4000']

roe 10.10.10.2 - IP cepBsepa ¢ 3anyLweHHbIM blocky B Docker

Mepe3anyckaem Prometheus, ybexaaemca 410 METPUKK NOABUSINCS.

HacTtpounka Grafana Dashboard pns nony4yeHus KpacuBbixX
OTYeTOoB

NmnopTtupyem B Grafana HoBbIn Dashboard: https://grafana.com/grafana/dashboards/13768
cToYHMKOM paHHbIX Bbibpaem Haw Prometheus.

[0TOBO, MOXXHO MPOBEPATD.
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