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NMyonukauma 6a3 paHHbIX «1C:MpepanpuarTua»
8.3 Ha Beb-cepBepe |IS B Microsoft Windows
Server 2012/2016

Mo moTmBam http://tavalik.ru/nastrojka-veb-dostupa-k-bd-1spredpriyatie-na-iis un ewe HeKOTOpPbIX
cobpaHHbIX 3aMeTOK

Ona nybnvkauun TpebyloTcs cnepylowme waru:

e YcTaHoBKa Beb-cepsepa IIS

YcTaHoBKa Beb-komnoHeHToB 1C

HacTpoika npas nosb30oBaTesnen

My6bnaunkauns 6a3bl 1C

HacTpowka IIS

HacTpoika ceptudgukaTa Let's Ecrypt (onumnoHanbHO)

YcTtaHoBKa Beb-cepBepa IIS

[IS ycTaHaBnMBaeM TpaanUMOHHO Yepes incnetyep cepeepos (Server Manager). [1o/KHbl 6bITh
yCTaHOBMEHbI CNeayloLine KOMMOoHeHTbl: YcTaHoBKa Beb-cepsepa IS

YcTaHaBnmBaeMm Beb-cepsep Internet Information Server, KOTopbI MO yMONYaHUIO BXOAUT B NOCTaBKY
Microsoft Windows Server. MNpu ycTaHoBKe 0653aTe/IbHO BbIOMPaeM KOMMOHEHTbI:

e Obwume dyHKumn HTTP (Common HTTP Features)
o CTaTuyeckoe cogepxunmoe (Static Content)
o [lokymeHT no ymon4daHuto (Default Document)
o 0630p kaTanoros (Directory Browsing)
o Owmnbkn HTTP (HTTP Errors)
e PaspaboTka npunoxxeHnn (Application Development)
o ASP
o ASP.NET 3.5
o PacwwupsaemocTb .NET 3.5 (.NET Extensibility 3.5)
o PacwwmpeHuns ISAPI (ISAPI Extensions)
o OunbTpbl ISAPI (ISAPI Filters)
e licnpasneHne n gnarHoctuka (Health and Diagnostics)
o BepeHue xypHana HTTP (HTTP Logging)
o MoHuTOp 3anpocos (Request Monitor)
e CpencTsa ynpasneHusa (Management Tools)
o KoHconb ynpasneHus lIS (1IS Management Console)

Mocne nepeycTaHOBKY MOXXET NoHaAobuTcsa nepesarpyska cepeepa.
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YcTaHOBKa Beb-koMnoHeHTOB 1C

Ha 3ToT Xe cepBep, rae pa3BepHyT Beb-cepsep IIS, yctaHaBnnBaem «1C:Mpeanpuatne» (32-
pa3psafHble KOMMOHEHTbI) 0683aTeNbHO BbIOpaB Npy yCTaHOBKE KOMMOHEHThI:

e 1C:MpeonpusaTune
e Moaynu pacwmpeHus seb-cepsepa

Ecnn nnaHupyeTcs HaCcTpouTb 64-pa3psiaHbll MoAy b paclpeHmns Beb-cepeepa, To HeobxoanmMo
LOMOSIHUTENBHO 3aMyCTUTb NPOrpaMMy YCTaHOBKM 64-pa3psiaHOro cepBepa v YCTaHOBUTb
KOMTMOHEHTY:

e Moaynb pacwmpeHus seb-cepeepa
HacTpouka npaB nosb3oBaTtenen

Tenepb HeobxoANMO YCTaHOBUTbL HEOOX0AMMbIE NpaBa Ha KJKYeBble ManKy, NCMoJib3yeMble Npu
paboTe Beb-focTyna K 6a3am gaHHbIX «1C:Mpeanpuatue». Ona kaTanora xpaHeHus gannos seb-
canTos, onybankoBaHHbIX Ha Beb-cepBepe (No ymonyaHuio C:\inetpub\wwwroot\ ) Heobxogumo
[AaTb MonHble npasa rpynne «lMonb3oBaTenn» (Users). B npuHumMne, 3TOT LWar MOXHO NPONYyCTUTb, HO
Torga Aana nybavkauum nam nameHeHmsa nybankauum 6asbl 4aHHbIX Hago byaeT 3anyckaTb
«1C:Mpeanpnatne» oT UMEHN agMUHUCTPaTopa. [N HaCcTporku 6e3onacHOCTM AaHHOro KaTasora,
K/IMKaeM Mo HeEMY NPaBoM KHOMKOW MbILWKN U B KOHTEKCTHOM MeHI0 Bbibupaem «CBoncTea»
(Properties).

Janee HeobxoAMMO AaTb NOJIHbIE MPaBa Ha KaTanor C yCTaHOBJIEHHbIMY (hainamm
«1C:Mpepnpuatue» (no ymonyaHuio C:\Program Files (x86)\1cv8\ nna 32-pa3psfHoOro Moayns
pacwupeHus n C:\Program Files\1cv8\ nns 64-pa3psgHoro) rpynne 1IS_IUSRS.

NMyonukaumnsa 6asbl 1C

3anyckaem oT uMeHn AgmuHuctpaTopa (Run as Administrator) «1C:MpennpuaTtue» B pexume
KoHdwmrypaTop ans Tor 6a3bl, KoTopyto Tpebyetca onybnmkoBaTk. B MeHto Beibnpaem
«AOMUHNCTpUpOBaHne» —> «Mybnnkauna Ha Beb-cepeepe...»

OTKPOETCS OKHO HAaCTPOMKM CBOMNCTB Nybankaumm Ha Beb-cepBepe. OCHOBHbIE MO HeobxoanMble
Anst ny6amkaumm yxxe 3anosiHeHbl Mo YMONYaHMIO:

e /IMa BUPTYyanbHOro KaTasiora — UMms no KoTopomy byneT nponcxoanTb obpatlleHne K 6a3a
LaHHbIX Ha Beb-cepBepe. MoXXeT COCTOATb TOJIbKO 13 CMMBOJIOB NATUHCKOrO andgasunTa.

e Beb-cepBep — BbIbMpaeTCs U3 CNUCKa HaAeHHbIX Ha TeKYLLEM KOMMbloTepe Beb-cepBepoB. B
Halwem cnydae 370 Internet Information Services.

e KaTanor — m3amnyeckoe pacrnosio)KeHne KaTaaora, B KOTopoM byayT pacnonaraTbCs (aibl
BMPTYabHOIO MPUIOXKEHNS.

e COOTBETCTBYHOLUMN (hJlaraMn MOXXHO yKa3aTb TUMbl KIMEHTOB Ans nybavkaumm, a Takxe
yKa3aTb BO3MOXXHOCTb nybankauum Web-cepsrncoB. B pacnonioXXeHHon HuKe Tabanue MoXHO
oTpenakTupoBaTb cnncok Web-cepBncoB KoTopble ByayT onybsiMKoBaHbI, @ TakXXe B cTonbue
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«ALpec» U3MEHUTb CUHOHUM, NO KOTopoMy ByaeT nponcxoauTb obpalleHne K gaHHomy Web-
cepsucy.

e Takxe nonsi Beb-cepsepa |IS eCTb BO3MOXXHOCTb YKa3aTb HE0OOXO0AMMOCTb BbIMOJIHEHUS
ayTeHTUdUKaunn Ha seb-cepepe cpeacteamu OC, yCTaHOBMB COOTBETCTBYOLWMIA nar.

BbibpaB HeobxoanMble HaCTPONKK nybamkaumm Haxxmmaem «Onyb6anNKoBaTb».

HacTpouka IIS

BkntovyaeM nogaepxky 32-x paspsagHbix npunoxeHnin: Mynsl npunoxexHnin (Application Pools) -
DefaultAppPool = [lononHuTenbHble NapameTpbl (Advanced Settings) = Pa3pelueHbl 32-pa3psgHble
npunoxeHus (Enable 32-Bit Applications) yctaHoBuTb B True

Ana kaxgon onybnmkosaHHoN 6a3bl HEOOXOAMMO NPOBEPUTL HAaCTPONKK ConocTaBeHNS
obpaboTymkos (Handler Mappings). 1C Web-service Extension 8o/>KeH yKa3blBaTb Ha TEKYLLYIO
Bepcuio 1C, HanpumMep C:\Program Files (x86)\1cv8\8.3.12.1469\bin\wsisapi.dll n ecin bbina
YyCTaHOBJIEHA HOBas KOHDUrypaLums - AaHHble HACTPONKN HEODXOANMO CKOPPEKTUPOBATb.

Owmnbka "A potentially dangerous Request.Path value was
detected from the client”

Owwmbka rosopuT, 410 Nnpobrema B HacTporkax besonacHocTu cepsepa lIS. 4na Toro, 4Tobbl 0601 TH
obwue HacTponkm 6esonacHoCTH, HeobxoaAnMo oTpeaakTMpoBaThb (hann nybankaunnm «web.config»,
KOTOPbI HAXOAUTCS B KaTasiore C Bawen nybankaumen, a UMeHHo:

1. lo6aBnTb NapameTp B pa3aen system.webServer:
<security>

<requestFiltering allowDoubleEscaping="true" />
</security>
2. NobaBuTb NnapameTp B pasaen configuration
<system.web>

<pages validateRequest="false" />

<httpRuntime requestPathInvalidCharacters="" />

</system.web>

1 nepesanycTuTs IIS. ®yHKUMOHANLHOCTL ByaeT nonHas. Mocnae NoBTOpHOR nepeonybamkaummn 6asbl
13 1C U3MeHeHNs HyXHo ByJeT BHOCUTb 3aHOBO.

HacTtpounka ceptudpukara Let's Ecrypt

YT0 1O/KHO ObITb NOATOTOBNEHO 3apaHeEe:
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e OTOeNnbHOe fOMeHHOe nMA (Hanpumep mobile.site.ru) n NpaBuAbHO HAaCTPOEHHbIN DNS

e OTKpbITbI (MK npobpolleHsbl) nopTbl 80 (HTTP) n 443 (HTTPS) Ha Baluem poyTepe A0 cepsepa C
paboTatowmm IS

e B 1C npoBeaeHa nybnvkaumsa canta (KoHdurypatop / ADMUHUCTPUpoBaHue / NMybankaums Ha
Beb-cepBepe, BKNOUYNTb ranku «MybnumkoBaTe 4OCTYN ANSA KINEHTCKUX MPUIOXKEHUIN»,
«MybnnkoeaTb Web-cepsucel» (MAExchange), «[MybnmkosaTb AUCTPMOYTUB TOHKOIO KANEeHTa»
(ecnm Hy>XKHO, B 3TOM Cjly4ae yKa3aTb pacnosioxXeHune anios) U BbIKNIOYNTb OCTalIbHble Frajku
/ OnybnnkosaTb. Ha Bonpoc o nepesanycke lIS oTBeTUTb yTBEPAUTESNBHO.

3arpy>aem nocsefHuin penus ¢ canTta https://github.com/win-acme/win-acme/releases/ n
pacnakoBbiBaeM Kyaa-HuMbyab, Hanpumep B C:\inetpub\letsencrypt

3anyckaem cmd ¢ npaBaMu AQMUHUCTpaTOpa:

Best match

- Command Prompt
App
Ly Run as administrator
Settings I

I nepexopum B nanky, Kyaa pacnakoBaau win-acme:
cd c:\inetpub\letsencrypt

3anyckaem B cmd hann wacs.exe, npu nepsoM 3anycke BBogmm agpec e-mail (gna ysegomneHunin o6
NCTe4YeHUn cpTumrKaTa) n cornaliaemcs ¢ ycioBMsaMM NCrosb30BaHNS:

c:\inetpub\letsencrypt>wacs.exe

A 5imh1e Windows ACMEw2 client (WACS)

software version dalone, 64-bit)
¥YPt.

Connection OK!

Running without administrator credentials, some options disabled

Scheduled task not configured

Please report issues at https://github.com/win-acme/win-acme

Create certific default settings)
Create certificate (full options)
Run renewals (8 currently due)
Manage renewals (2 total)

More options...

Quit

BBoauMm «N», Haxumaem Enter.

Bbibnpaem Haw onyb6anmkoBaHHbIM CanT mobile.site.ru, xaem HekoTopoe BpeMs 4Tobbl cepTudukaT
yCneLwHOo YCTaHOBMWJICS.

MpoBepsieM NoJly4eHHbIN CepTUGRUKAT: OTKPbIBaEM Hall calT mobile.site.ru - 6paysep He fonxeH
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pyratbcs Ha cepTUnKaT. Tak )Xe MOXHO NPOBEPUTbL MPY MOMOLLU KaKoro-Hnbyab cepsuca,
HanpumMep https://www.sslshopper.com/ssl-checker.html

[[0TOBO, MOXXHO MOJIb30BaTbCH.

1C:lpegnpusatne
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HacTpouka peaupekrta ¢ HTTP Ha HTTPS

YTobbl coenatb peanpekT (nepeHanpasneHme) HTTP Ha HTTPS Hy>XHO yCTaHOBUTbL Moaynb Microsoft
URL Rewrite Module:

e KayaeM nocsieAHUN penn3 Co CTPaHWLbl NpoekTa
https://www.iis.net/downloads/microsoft/url-rewrite

e Y6eOmnTbCH, 4TO B HAaCTPOMKaxX CalTe He BKJIOYEHa onuns 0b6a3aTeNIbHOr0 MCnosib3oBaHns SSL
(Require SSL)

e Bu3yasnbHas HaCTpoNKa AenaeTcs Yepes oCHAcTKYy IIS, B cBOMCTBax cepeepa (Man canTta,
CMOTPA Kyaa TpebyeTcsa noaknynTb) oTKkpbiBaeM «URL Rewrite», nobasnsem npasuno (Add
Rule(s) n 3anonHaem nons:

o Bblbupaem Inbound Rules / Blank Rule

Name: HTTP to HTTPS Redirect

Pattern: (.*)

Pa3Bopaymeaem Conditions, gobasnsem (Add):

= Condition Input: {HTTPS}

= Pattern: ~OFF$

= [gnore Case: BKJIIOYEHO
Action Properties:

[¢]

[¢]

o

[¢]

https://{HTTP_HOST}/{R:1}

o Append query string: BKJ1l04EHO
o MNpumensem (Apply) n npobyem
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e BTOpou BapmaHT: oTpeaakTupoBaTb hann web.config, B pazpen <system.webServer>
no6aBnTbL NpaBuno:

<rewrite>

<rules>

<rule name="HTTP to HTTPS Redirect" enabled="true"
stopProcessing="true">

<match url="(.*)" />

<conditions>

<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>

<action type="Redirect" url="https://{HTTP_HOST}/{R:1}"
appendQueryString="true" redirectType="Permanent" />
</rule>

</rules>

</rewrite>

1C, IIS, Beb-koMMnoHeHTHI, let's encrypt
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