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Pe3loMe

OcHoBHas uenb paboTbl - becnepebonHoe PYHKLNOHNPOBAHNE BCEX CUCTEM B 30HE
OTBETCTBEHHOCTM, U3yYEHNE N BHELPEHNE HOBLIX TEXHONOMMI, NPOGEeCCUOHANIbHOE pa3BUTHE.

Mowu nnatocsl:

e [TOHMMaHWEe NPONCXOAALLNX B OpraHmM3aumm npoueccos n mecta UT B BusHece.
e OTBETCTBEHHOCTb U UCMOJIHUTENBHOCTb.
e [0TOB 06LLATLCA C KOAIIeramMmu, 4obnBaTbLCA NOCTABNEHHbIX LENen.

TekyLwiee MecTo paboThbl

Mown o0ba3aHHOCTW:

e BHeOpeHwue n pa3suTre meToauK n nogxonos DevOps
e PasButure v nopgepxka UT-nHHpaCcTPyKTypbl U CEPBUCOB

Haw cTaK:

e Mol ucnonb3yem Debian/Ubuntu/CentOS

NHppacTpykTypa xuBeT B Kubernetes (VM & BareMetal), Docker
Ncnonb3yem VMware & 4yacTHoe o6n1ako oT Mail.ru

laC npu nomowm Ansible, Terraform

e MoHuTOpMM Npu nomowmn Grafana (+Loki), Prometheus (+Alertmanager)
ApTedakTbl XxpaHum B Artifactory n Nexus

e GitOps peanusosaH npu nomoLuy Argo CD 1 Helm

e Becb Ko xuseT B Gitlab, cekpeTHble cekpeTbl B Vault

e [IpoBepsiem Ko npu nomowm SAST/DAST/Sonarqube n T.4.

e OcHoBHas bJ] - PostgreSQL (+Stolon)

C yeM paboTan B paMKax TPynoBOM AeATENIbHOCTH

Windows

e Windows Server - onblT paboTbl 0T NT 4 go Server 2022;
e Active Directory, GPO, DNS, DHCP, RDS, WSUS, KMS, SCCM, IIS n T.4. - n1aH1poBaHwue,
pa3BepTbiBaHWE U 3KCMlyaTaums;

Linux

e OnbIT paboTbl 6onee 15 neT, B ocHoBHOM Ubuntu/Debian, CentOS/RHEL;
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BupTtyanusauums

e VMware vSphere & Microsoft Hyper-V - npoekTupoBaHue, yCTaHOBKa M pa3BepThiBaHME,
3KCNayaTauns, ConpoBoOXXaeHue;

e Citrix Hypervisor (paHee Xen Server);

e Proxmox;

KoHTelHepu3auus

e Docker - HanncaHne Dockerfile, cbopka paboTa c obpasamu;

e Kubernetes - nnaHupoBaHne, pa3BepTbiBaHNe, 0OHOBNEHNE, pe3EPBHOE KOMMPOBAHUE 1 MpoYas
3KCnyaTauums;

e Helm - HanucaHwe 4apToB;

Cuctembl ynpasneHusa sepcusamu, CI/CD

e Git + git flow;
e Gitlab: pa3BepThiBaHUe, conpoBoXxaeHne, obHoBAEHNe, HacTpowKka Cl;
e GitOps npu nomowm ArgoCD/ArgoRollout/Helm;

YnpasneHue uHppacTpykKTypou
e Terraform

CucteMbl ynpassieHue KOHPUrypaumsamm
e Ansible

CYB]

e AgmuHuctpuposaHue CYbJ, MS SQL, PostgreSQL, Oracle, MySQL 6onee 10 net -
yCTaHOBKa/HaCTpoOMKa/conpoBoXaeHme (pe3epBHoe KonmpoBaHue, pennnkaums, failover,
onTUMU3ALLINA NOL Harpy3sKu);

e Redis/Memcached/Mongo;

MOHUTOPUHT

e Zabbix, Grafana+Loki, Prometheus+Alertmanager, Nagios, Monit, Cacti, Dude n 1.4. -
pa3BepTbiBaHME U HACTPOMKa, 3KcnyaTaums B production;

Peno3sutopuun

e Artifactory, Nexus, Harbor
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be3onacHOCTb Koaa
e Sonarqube, Gtlab SAST & DAST
NMporpamMmupoBaHue

e OnbIT NpOrpaMMMpoBaHNA Ha CKPUNTOBbLIX fA3blkax (powershell, bash, vbs);
* ba30Bble HaBblKK NpPorpaMMmMpoBaHna Ha Python;

LocTtaBka npunoxexuuu u VDI

e Microsoft RDS;
e Citrix XenApp/XenDesktop, VDI,

CepBepa 1 npoyee "xeneso"

e CepBepa Hewlett-Packard (HPE), Dell, Supermicro, IBM un T.4. - onbIT paboTel 60onee 15 ner.
OnbIT KOMNAEKTaUUKN, COOPKKU, PEMOHTA - NOJIHbIN LMK 3KCNAyaTauuuy;

CeTb

e AoMUHMCTPUpoBaHue ceteroro obopyaosaHus (HP, Cisco, D-Link, Mikrotik, Ubiquiti) 6onee 10
net - L2/L3 co BceM HabopoM CconyTCTBYIOLMX TEXHOJIOTUNA;

Cucremsl XpPpaHeHnA AaHHbIX

e AgMuHucTpupoBaHue CXJ, yposHs Enterprise;
e JIeHTOYHble HaKoONUTEeNN U T.4.;

NMouToBbLIE CUCTEMBI

e BHeapeHue n ncnosib3oBaHme NovYToBbiX cnctem (MS Exchange, Lotus Notes, postfix, exim), a
TaK )Ke pelleHnin Ha Ux ocHoBe. Pa3BepThiBaHME, HACTPONKaA, MHTErpauns C aHTUBMpPYyCaMu
(ClamAV) n aHTucnam-cuctemamm (RSpamd, SpamAssassin);

Pe3epBHOe KonupoBaHue

e BHeOpeHue 1 NCNoSib30BaHWE CUCTEM pe3epBHOro KonuposaHusa (Veeam, Symantec
BackupExec, Arcserve n Ky4a BCAKUX BONbLINX M MaNEeHbKUX CKPUMTOBLIX CUCTEM);
e KyboBble MogHO-MoNoaexHble: Restic n Stash/Velero;

AHTUBMpPYCHaA 3alluTa
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e AIMVHUCTPMPOBAHME CUCTEM aHTMBMPYCHOW 3awnTbl: Kaspersky, TrendMicro - nnaHupoBaHue,
pa3BepTbiBaHME, IKCNyaTaLns;

pestome, windows, linux, CUCTEMHbI aAMUHUCTPATOP, CEPBEpPA, CETU, pe3epBHOE KONMpPOBaHMe, git,
git flow, docker, k8s, kubernetes, ansible, terraform, helm, argocd
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