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SSL ansa cauTa

MonyuuTtb SSL-cepTudukar

https://letsencrypt.org/ - 6ecnnatHo, 0bHOBNAETCS aBTOMaTU4eCKM (pa3 B 3 Mecsila), CPOK AeNCTBMS
He orpaHun4eH

https://crt.sh/ - nctopusa cepTudmKaToB o LOMeHa

https://github.com/Neilpang/acme.sh - An ACME Shell script

http://www.startssl.com/—pa3gatoT-bechnatHuiecepTudukato{Class - Verified{Class 2)-cFost

KoRehki

BHuMaHue!
OTcropa: https://geektimes.ru/post/281188/

B ntore Google, Mozilla, Apple oT3bIBaloT KOpHeBble cepTugunkaTbl StartSSL (StartCom) n
WoSign n3 ceoux bpay3epos:
https://security.googleblog.com/2016/10/distrusting-wosign-and-startcom.html
https://blog.mozilla.org/security/2016/10/24/distrusting-new-wosign-and-startcom-certificates/
https://support.apple.com/en-us/HT204132

Bce cepTudukaThl, BbinyLLleHHble nocsie 21 okTa6ps 2016, He ByayT NnpuHMMaTLCA XPOMOM; HO
N CepTUdmnKaTbl, BbiNyLEeHHble paHee, ByayT NPUHNMATBLCA He BCE 1 B CKOPOM BPEMEHUN He
OynyT npuHuMaTbhCs Boobuye. Mpegnonaraemble AaThl BCTYMNAEHNA U3MEHEHWNIA B Cuy (MO
rpadmkam pennsos bpay3sepos): * 31 auBapa 2017 gna Chrome * 24 auBaps 2017 ans Firefox

https://www.globalsign.com/ssl/ssl-open-source/ - 6ecnnaTHble CEpTUDUKATBI 411 HEKOMMEPYECKUX
uenem

HacTtpouka cepBepa

https://ssl-config.mozilla.org/ - reHepaTop CepBEPHbIX HACTPOEK
lMpoBepKa cepTuduKaTa:

e https://sslcheck.globalsign.com
e https://www.sslIshopper.com/ssl-checker.html
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Kak nonyuuTtb ceptucdukar

https://www.startssl.com/Support?v=32

Kak nonyuutb cepTudukart (pykamm, ctapoe)

MoapobHO 1 C KapTUHKaMK NpoLecc OT 1 Ao pacnucaH TyT: http://habrahabr.ru/post/127643/

KoHdur gnsa nginx

location *~ /.well-known/acme-challenge/ {
allow all;
root /var/lib/letsencrypt/;
default type "text/plain";
try files $uri =404;

Troubleshooting

MNoTepsaH cepTudukKaT onsa Bxoaa

Pernctpupyemcs 3aHOBO, Banmanpyem e-mail n gomeH, co3gaem cepTudukaT, ycTaHaBIMBAEM ero
Ha cepsep.

Domain blacklisted

Ecnan npun Bannpaunn gomeHa nonyyvaete coobuieHne «Domain Blacklisted. Domain «YOU-
DOMAIN.ru» appears on a blacklist. Please try it again or email the Certmaster for further
information.» - 3Ha4nT 4TO Google B nocnenHune 90 oHeN HaxXo4WA Ha CanTe BUPYCHI.

MpoBepuTb MOXHO TYT: http://www.google.com/safebrowsing/diagnostic?site=YOU-DOMAIN.ru

ssl, socket secure layer, https, 6e30nacHoOCTb, cepTuguKaT
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