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NMpPo NUHIK

C!) - Mblkona, Tbl cibiXan, 9K Mockaam ICMP-nakeTbl Ha3bIBatOTh? - AK? - MMUHrK!

MnHrn 370 TakKe 3anpockl Tuna Echo-Request npotokona Internet Control Message Protocol (ICMP)
yKa3aHHOMY Y31y ceTu n ukcmpyeT nocTtynatowmne oteeTbl (ICMP Echo-Reply). Bpems mexay
oTnNpaBKoW 3anpoca u nony4yeHnem oteeTa (RTT, oT aHrn.Round Trip Time) no3BonsieT onpenensaTb
LBYCTOPOHHWeE 3agep>XXKkun (RTT) No MapLupyTy 1 HacTOTYy NOTEPW NaKeToB, TO €CTb KOCBEHHO
onpeLensTb 3arpy>XeHHOCTY KaHanoB nepefayn AaHHbIX 1 MPOMEXYTOYHbIX YCTPOMCTB. Takxe
MUHCOM Ha3blBaeTCs BpeMs, 3aTpadyeHHoe Ha nepefady nakeTta MH(MOPMaLUy B KOMMbIOTEPHbIX CeTAX
OT K/MEeHTa K cepBepy 1 06paTHO OT cepBepa K KANEHTY, OHO U3MepsAeTCs B MUSIMCEKYHAaX. Bpems
MWHra CBSA3aHO CO CKOPOCTbIO COeANHEHMNS W 3arPy>KeHHOCTbIO KaHa/I0B Ha BCEM MPOTSHXKEHUN OT
KNneHTa K cepsepy. MonHoe oTcyTcTBMEe ICMP-0TBETOB MOXET TakXXe 03Ha4yaTb, YTO YAaNEHHbIN
y3en (nim Kakon-nmbo 13 npomMexxyToyHbIX MapLpyTu3aTopos) 6noknpyeT ICMP Echo-Reply nnu
nrHopupyet ICMP Echo-Request.

Mporpamma ping ABNAETCA OAHUM U3 OCHOBHbIX AMArHOCTUYEeCKUX cpeacTB B ceTax TCP/IP n BxoauT B
NMOCTaBKY BCEX COBPEMEHHbIX CETEBbIX OMEPALMOHHbIX CUCTEM. DYHKLMOHANBHOCTb pPing TakxXe
peasin3oBaHa B HEKOTOPbIX BCTPOeHHbIX OC MapLipyTn3aTopos.

Bcerpa

Bcerpa nacyem un ctentum cnegyowme tunel. 0,3,4,8,11

icmp serve = "0,3,4,8,11"

pass on $ttk reply-to ($ttk $ttk gw) inet proto icmp icmp-type

$icmp serve } keep state

pass on $ttk inet proto icmp from ($ttk:network) icmp-type { $icmp serve
keep state

Tunsbl ICMP

1. 0 echo-reply
. 3 destination unreachable
3. code 0 = net unreachable
1. 1 = host unreachable
2 = protocol unreachable
3 = port unreachable
4 = fragmentation needed and DF set
5 = source route failed
6. 4 source-quench
4. 5 redirect
1. code 0 = redirect datagrams for the network
2. 1 = redirect datagrams for the host
3. 2 = redirect datagrams for the type of service and network
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4. 3 = redirect datagrams for the type of service and host
6 alternate-address
8 echo request
9 router-advertisement
10 router-solicitation
11 time-exceeded
1. 0 = time to live exceeded in transit
2. 1 = fragment reassembly time exceeded
10. 12 parameter-problem
11. 13 timestamp-request
12. 14 timestamp-reply
13. 15 information-request
14. 16 information-reply
15. 17 mask-request
16. 18 mask-reply
17. 31 conversion-error
18. 32 mobile-redirect
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MAHIN U LUCKHU

MHoOrme 3HaloT 1M YMeT NoJib30BaTbCA KOMaHAOM ping 1 traceroute, HO He BCe 3HAIOT, YTO Xe
03Ha4aloT CMMBOJIbl BbIBOAMMbIE Ha KOHCOJIb B ycTponcTBax Cisco Systems:

Routerl#debug ip packet detail
IP packet debugging is on (detailed

Routerl#ping 12.0.0.2
Type escape sequence to abort.

Sending 5, -byte ICMP Echos to 12.0.0.2, timeout is 2 seconds:

Success rate is percent , round-trip min/avg/max = ms
Routerl#

Jan 154 : IP: s=12.0.0.1 (local), d=12.0.0.2 (Serial®), len )
sending

Jan :54: : ICMP type=8, code=

--- 310 ICMP naket ot 12.0.0.1 ans 12.0.0.2.
--- ICMP type=8 3710 echo request (3anpoc).

Jan o5y4le : IP: s=12.0.0.2 (Serial®), d=12.0.0.1 (Serial@), len
, rcvd

Jan :54: : ICMP type=0, code=

--- A31o oTtBeT 0T 12.0.0.2.
--- ICMP type=0 3710 echo reply (oTBeT).

PaccMOTPUM CMMBOJIbI BbIBOAMMbIE B KOHCOJIb CiSCO MPW KOMaHAe ping:

https://wiki.rtzra.ru/ Printed on 2024/03/24 16:58



2024/03/24 16:58 3/4 Mpo nuHrmn

I - KaxAablh CMMBO BOCK/IMLLIATENbHO 3HaKa rnokasblBaeT oTBeT (echo reply

KaXxabl CMMBOJ1 TOYKU NOKa3blBaeT NOTEPIO NakeTa, TanMayT oxuaaHus (echo reply
YKa3aHHbIA XOCT HeaoCcTuxXxmum (bbin nonyyeH destination unreachable error PDU
CLEPXMBaHME NCTOYHUKA (eCcTb yrpo3a neperpysku (destination too busy
HeBO3MOXXHOCTb (pparMeHTMpoBaTb

HensBeCcTHbIN TN NakeTa

Bpems Xu13HW nakeTa UCTEKJIO

v =0 C

TPEWUCbI U LLUCKM

traceroute — 370 cnyxebHas KOMNbOTEpHas NporpaMMa, NpefHasHavYeHHas Ansa onpeneneHuns
MapLUpyTOB ciefoBaHMa AaHHbIX B ceTax TCP/IP. Traceroute Tak e Kak 1 ping 0CHOBaHa Ha
npoTtokose ICMP.

MporpaMma traceroute BbINOJHAET OTNPABKY AaHHbIX YKa3aHHOMY Y3y CeTU, Npu 3TOM 0TobpaXas
CBEAEHNSA 0 BCEX NMPOMEXYTOYHbIX MapLLPYTMU3aTopax, Yepes3 KOTopble NPOLIN AaHHbIE Ha NMYTH K
LenesoMy y3ny. B cnyyae npobnem npy gocTaBKe AaHHbIX 40 Kakoro-anbo y3na nporpamma
MO3BONSIET ONPeAeNnTb, Ha KAKOM MMEHHO Y4acTKe CETU BO3HUKN HENOMaLKM.

traceroute BXoOuMT B NOCTaBKY 60/bLINHCTBA COBpeMeHHbIX ceTeBbIX onepaunoHHbIX CUCTEM:

1. B cuctemax Microsoft Windows 3Ta nporpaMma HOCUT Ha3BaHue tracert
2. B cuctemax Unix — traceroute

Ans onpefeneHna NpoMeXXyTOYHbIX MapLpyTU3aToOpoB traceroute oTnpasfiseT cepuio NakeTos
[AaHHbIX LlesIeBOMYy y3J1y, NpY 3TOM KaXXAblil pa3 yBennymsas Ha 1 3HavyeHue nons TTL («Bpems
XW3HW»). IT0 none 0bbIYHO YKa3biBaeT MakCManbHOE KOIMYECTBO MapLLIpyTM3aToOpoB, KOTOpoe
MOXXeT BbITb NPONAEHO NakeToM. MNepBbIi NakeT 0TApaBAseTCcs ¢ TTL, paBHbIM 1, 1 NO3TOMY NepBbI
)Ke MapLlupyTu3aTop Bo3BpalaeT obpaTHo coobuieHne ICMP, yka3biBatoLLee Ha HEBO3MOXXHOCTb
[OCTaBKM AaHHbIX. TraceroutepukcumpyeT afpec MapLlpyTU3aTopa, a TakXKe BpemMsa Mexay
OTMpPaBKOWN NakeTa u nonyYyeHnem oTeeTa (3T CBeAeHNA BbIBOAATCS HA MOHUTOP KOMMbloTEpa).
3aTeM traceroute noBTOpsAeT OTNPABKY MakeTa, HO yxe ¢ TTL, paBHbIM 2, 4YTO NO3BOSET NEPBOMY
MapLUpyTU3aTopPy NPONYCTUTb NakeT AalibLie.

Mpouecc NoBTOpSETCA A0 TeX Nop, NoKa Npu onpefenéHHOM 3HaveHun TTL nakeT He LOCTUrHeT
LeneBoro ysna. py nony4eHnm oTBeTa OT 3TOr0 y3/a NPOoLEeCcC TPACCMPOBKU CYAUTAETCA
3aBEPLUEHHbIM.

Mpumep KomaHAabl Ha obopyaoBaHmm Cisco Systems:
Routerl#traceroute 34.0.0.4

Type escape sequence to abort.
Tracing the route to 34.0.0.4

2.0.0.2 msec msec msec
23.0.0.3 msec msec msec
4.0.0.4 msec msec
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B KOHCOMb TaK Xe MOryT BbIBOOUTbLCA CneL. CNMBOJIbl, BOT OHWU:
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- TanMayT oxupaHma oteeta (timed out
A — AOMUHMCTPATUBHO 3anpeLleHo (Tpaduk 3anpeLleH afMUHUCTPATOPOM CeTun, Hanpumep B

ccess-list

— cOepXunBaHMe NCTOYHMKA (ecCTb yrpo3a neperpysku (destination too busy
— lNonb3oBaTeNb NpPepBa BbINOJHEHNE TeCTa

- I'IopT HENOCTUMXNM ( 3aKpPbIT

— XocCT HegocTyneH (unreachable), Hanpumep OTCYTCTBYET MapLIPyT A0 CETU XOCTa

— CeTb HepocTynHa (unreachable
— [lpoTokon HegocTyneH (unreachable

— TanmayT (timeout
- HenseecTHbI TN NakeTa
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