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NMpowusaem DD-WRT B D-Link DIR-300

Mo moTmeam: http://www.dd-wrt.com/wiki/index.php/Mpowwuneka DIR-300

NMoproroBka

Y3HaeM 4TO Oyaem nepewumBaThb

MepBoOe YTO HYXXHO CAenaTb - 3TO Y3HaTb HOMEP PEBM3MM MapLLUPyTMU3aTopa (Haknenka Ha obpaTHOM
CTOPOHe).

Y MeHs Takas xeneska: D-Link DIR-300 H/W Version: AL, F/W: 1.03

Bce pnanbHenwwee onmcaHne NPOLMBKKX NpeanonaraeTcs 4To pesnsns MmaplipytmnsaTtopa Al. ns
pesn3nm Bl cnocob npoLmnBKN HECKOSIbKO UHOW, YATaTh TYT:
http://sergey-s-betke.blogs.novgaro.ru/networking/devices/d-link/dap-1150/proshivaem-d-link-proshiv
koj-dd-wrt

KayaeM Heobxopumbie pannbl

Naoem Ha http://www.dd-wrt.com/site/support/router-database nuiem Hal MapwpyTU3aTop, Kavyaem
hannbl

e ap6l.ram
e ap6l.rom
e linux.bin

YctaHaBnuBaeMm TFTP-cepBep

Mpouenypa NpoLLMBKK NpoBoaunack Ha komnbtoTepe ¢ OS Ubuntu. TpebyeTca ycTaHoBNEHHbIN TFTP-
cepsep.

$ sudo apt-get install tftp tftpd

Ecnn HeobxoamnMo - BHOCMM M3MEHEHMNSA B KOH(UIYpaLMOHHbIN hann /etc/inetd.conf
CknagblBaeM HYXHble Hac hanbl B nanky /srv/tftp

3anyckaeMm cepsuc
$ sudo service openbsd-inetd start

Ecnn paboTaem Ha Windows, To pekoMeHayto http://tftpd32.jounin.net/
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NMepenpolunBKa

Bkntovaem ceteBon kabenb B nopT «INTERNET» (oH »xe WAN), BTOPbIM KOHL,OM B KOMMbIOTEP.

OTknto4aeM nutaHme D-link, 3a)xnumaem KHonky Reset, BkaovyaeM nutaHne. Yepes 30 cek oTnyckaem
KHOMKY Reset.

YcTaHaB/IMBaEM Ha KOMMbloTepe HoBbIN IP-agpec:
$ sudo ifconfig eth0® 192.168.20.80
Mopgknovyaemcs K D-link:

$ telnet 192.168.20.81 9000
Trying 192.168.20.81...
Connected to 192.168.20.81.
Escape character is '*]"'.

Haxxumaem Enter, nosasngeTcs npurnaweHue. Beognum KomaHoy

RedBoot> load ap6l.ram
Using default protocol (TFTP)
Entry point: 0x800410bc, address range: 0x80041000-0x800680d8

1 BBOOUM
RedBoot> go

Telnet-ceccna nnn 3aBUCHET MM OTOPBETCS - 3TO HOPMaIbHO.
HE Bbiksitodas n HE neperpyxxas mapLipyTmusaTop, nepeknoyaemM Kabesb B pa3bem LAN1I.

MeHseMm IP-agpec KoMmnbloTepa:
$ sudo ifconfig eth0® 192.168.1.2
W cHoBa nogkntodaemcs K D-link

$ telnet 192.168.1.1 9000
Trying 192.168.1.1...
Connected to 192.168.1.1.
Escape character is '~]'.
DD-WRT>

lenaem cnepytouwee (NpMMevyaHne: BbIMONHEHNE KOMaHAbI fis 3aHMMaeT HEKOTOpoe BPEMS, HE HY)KHO
MaHWKOBATb):

DD-WRT> fconfig -1
Initialize non-volatile configuration - continue (y/n)? Y
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Run script at boot: false

Use BOOTP for network configuration: true

Default server IP address:

Console baud rate: 9600

GDB connection port: 9000

Force console for special debug messages: false

Network debug at boot time: false

Update RedBoot non-volatile configuration - continue (y/n)? Y
. Erase from Oxbffe0000-0xbfff0000:
. Program from 0x80ff0000-0x81000000 at Oxbffe@000:

DD-WRT> fis init
About to initialize [format] FLASH image system - continue (y/n)? Y
*** Initialize FLASH Image System

. Erase from Oxbffe0000-0xbfff0000:

. Program from 0x80ffO000-0x81000000 at OxbffeOO0O:

DD-WRT> ip address -h 192.168.1.2
IP: 192.168.1.1/255.255.255.0, Gateway: 0.0.0.0
Default server: 192.168.1.2

DD-WRT> load -r -b %{FREEMEMLO} ap6l.rom
Using default protocol (TFTP)
Raw file loaded 0x80080000-0x800a8717, assumed entry at 0x80080000

DD-WRT> fis create -1 0x30000 -e OxbfcO0O00 RedBoot
An image named 'RedBoot' exists - continue (y/n)? Y
.. Erase from OxbfcO0000-0xbfc30000:
.. Program from 0x80080000-0x800a8718 at OxbfcOOOOO:
.. Erase from Oxbffe@000-0xbfffOOOO:
. Program from 0x80ff0000-0x81000000 at OxbffeOO00:

DD-WRT> reset

Mocne atoro D-link nepe3arpy3ntca un ceccusa npepeetca. CHOBa NOAK/IOYAEMCA TENHETOM K aapecy
192.168.1.1 nopT 9000 nocne Toro, Kak MapLLpyTK3aTop nepe3anycTuTca n byaeT XaaTb KOMaHA
(Ha 3TO Hy>XHO npuMepHOo 30 CeKkyHA).

$ telnet 192.168.1.1 9000
Trying 192.168.1.1...

Connected to 192.168.1.1.
Escape character is '~]'.

DD-WRT> ip address -h 192.168.1.2
IP: 192.168.1.1/255.255.255.0, Gateway: 0.0.0.0
Default server: 192.168.1.2

DD-WRT> fis init
About to initialize [format] FLASH image system - continue (y/n)? vy
*** Initialize FLASH Image System

. Erase from Oxbffe0000-Oxbfff0000:
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. Program from Ox80ff0000-0x81000000 at OxbffeO000:

DD-WRT> load -r -b 0x80041000 linux.bin
Using default protocol (TFTP)
Raw file loaded 0x80041000-0x803ddfff, assumed entry at 0x80041000
DD-WRT> fis create linux
. Erase from Oxbfc30000-0xbffcd00O:

. Erase from Oxbffe0000-Oxbfff0000:
. Program from Ox80ff0000-0x81000000 at OxbffeO000O:

DD-WRT> fconfig boot script true

boot script: Setting to true

Update RedBoot non-volatile configuration - continue (y/n)? Y
. Erase from Oxbffe0000-0xbfff0000:
. Program from Ox80ff0000-0x81000000 at OxbffeOO0O:

DD-WRT> fconfig boot script timeout 3

boot script timeout: Setting to 3

Update RedBoot non-volatile configuration - continue (y/n)? Y
. Erase from Oxbffe0000-Oxbfff0000:
. Program from Ox80ff0000-0x81000000 at OxbffeOO0O:

DD-WRT> fconfig bootp false

bootp: Setting to false

Update RedBoot non-volatile configuration - continue (y/n)? Y
. Erase from Oxbffe0000-0xbfffOO00O:
. Program from Ox80ff0000-0x81000000 at OxbffeOO0O:

DD-WRT> fconfig bootp false
bootp: Setting to false

DD-WRT> fconfig

Run script at boot: true

Boot script:

Enter script, terminate with empty line

>> fis load -1 vmlinux.bin.17

>> exec

>>

Enter script, terminate with empty line

>> fis load -1 linux

>> exec

>>

Boot script timeout (1000ms resolution): 3
Use BOOTP for network configuration: false
Gateway IP address:

Local IP address:

Local IP address mask:

Default server IP address:
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Console baud rate: 9600

GDB connection port: 9000

Force console for special debug messages: false

Network debug at boot time: false

Update RedBoot non-volatile configuration - continue (y/n)? Y
. Erase from Oxbffe0000-0xbfff0000:
. Program from Ox80ff0000-0x81000000 at OxbffeOO0O:

DD-WRT> ip address -h 192.168.1.1

IP: 192.168.1.1/255.255.255.0, Gateway: 0.0.0.0

Default server: 192.168.1.1

DD-WRT> reset

Tenepb D-link nepe3arpy3untca n HekoTopoe Bpems byaeT HeaoCTyMeH.

Kak 3aroputcsa 3Ha4ok WAN - MOXXHO KOHHEKTUTbCS Bpay3epom Ha 192.168.1.1. M5 nonb3oBaTena un
napoJib N0 YMOJIYaHMIO - «root» 1 «admin» COOTBETCTBEHHO.

YpaneHHo cbOpacbiBaeM naposib agMUHA Ha OPUTMHANIbHOMN
NpoLUnBKe

BxoA B aAMVUHUCTpMpOBaHne 6e3 BBoOAa Napons:
http://192.168.0.1/bsc_lan.php?NO_NEED_AUTH=1&AUTH_GROUP=0
Cbpoc napons Ha AedONTHLIN yAaneHHbIM CNocoboMm:

e http://slrz.ru/2011/09/sbros-parolya-na-routere-dlink-dir-300-dir-320-dir-615/
e http://dl.packetstormsecurity.net/1012-exploits/dlink_php_vulnerability.pdf
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