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Zabbix - Bknovyaem wincgposaHue ana AreHta
(Agent Encryption)

Ecnv Heobxo4MMO WnpoBaTh COEANHEHNE MeXOY areHTOM 1 cepBepoM HaM noTpebyeTcs
BKJIOYNUTL LWNpOBaHMe. MOXHO NCMONb30BaTb WN(PoBaHMe No cepTudukaTy nam no PSK (knwovy
Pre-Shared Key). B 3ToM npumMepe 5 pacCMOTpPIO MMeHHO PSK, T.K. 3TO Ha MOW B3r/i4 CaMblil yA0OHGIN
cnocob WndpoBaHNS: K04 CreHepmpoBaThb JIErKo M NPOCTO, TaK XXe MOXXHO 1CM0/1b30BaTb
HECKOJIbKO KJH04en.

YcTaHOBKA AreHrta

Ecnm y Hac Linux nnm 410-T0 NnogobHoe - HaMm NoBe3s0, CTaBUM areHTa npu nomowm apt, rom u
NPoYMX YAOOHbIX LUTYK, areHT y)Xe naeT co BceMun Heobxoammbimm bubnmotekamn. Ecnm Windows -
npuaeTcs HeMHoro nopaboTaTb pykaMu. 3arpy>aem areHTa oTcloaa:
https://www.zabbix.com/download_agents npu 3TOM HaM Hy>XHa BepCcusa C NOAAEPXKKON LLNPPOBaHMA
(8 none Encryption nomxkHo bbiTb HanncaHo OpenSSL).

PacnakoBblBaeM areHTa B nanky, Hanpumep C:\Zabbix

[YcTapeno, ouumanbHbIn areHT yxxe CIMHKOBaH CO BceMun BrnbnnoTekamn] Ferepb-Ham-HykHbt

https://support.zabbix.com/browse/ZBXNEXT-3047

I

Co3zpaem knwu4 PSK

OpwurunHan:
https://www.zabbix.com/documentation/current/ru/manual/encryption/using_pre_shared keys

For example, a 256-bit (32 bytes) PSK can be generated using the following
commands:

with OpenSSL:

$ openssl rand -hex 32
af8ced32dfe8714e548694e2d29elaldbabfal3f216cb35¢c19d0feb1084b0429

with GnuTLS:

$ psktool -u psk identity -p database.psk -s 32
Generating a random key for user 'psk identity'
Key stored to database.psk

$ cat database.psk
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psk identity:9b8eafedfaae00cece62e85d5f4792c7d9¢c9bcc851b23216a1d300311cc4af7c
b

Note that “psktool” above generates a database file with a PSK identity and
its associated PSK. Zabbix expects just a PSK in the PSK file, so the
identity string and colon (':') should be removed from the file.

MonyyeHHbIN KNOY coxpaHaeM B (hann zabbix_agentd.psk n konupyem ero B C:\Zabbix

HacTpouka areHTa

Hobasnsem B (pann zabbix_agentd.conf HacTponku WwndgposaHus
TLSConnect=psk
TLSAccept=psk

TLSPSKIdentity=PSK001
TLSPSKFile=C:\Zabbix\zabbix agentd.psk

YcTaHoBKa cny>XObl M 3anyck

YcTaHOBKa B KayecTBe C/1yx0bbi:
zabbix agentd.exe --config "C:\Zabbix\conf\zabbix agentd.conf" --install
3anyck:

net start "Zabbix Agent"

OCTaHOBKa M ypaneHue cayxobl

OcTaHoBKa:
net stop "Zabbix Agent"
YpaneHve cnyxbbi:

zabbix agentd.exe --uninstall

Ecnn B npouecce yaaneHnsa/yCTaHOBKN Cyxbbl BO3HUKaeT cooblieHne «zabbix_agentd.exe
[416]: ERROR: cannot create service [Zabbix Agent]: [0x00000430] The specified service has
been marked for deletion.» n cam cepBnC BUCUT B HEMOHATHOM CTaTycCe - MPOCTO 3aKPOMTe BCE
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OCTHaACTKWM No ynpasaeHNto C}'Iy)K6aMI/I N NMOBTOPUTE NONbITKY

HacTtpounka cepepa Zabbix

3axoaunm B HacTpomnku xocTa (Configuratino —» Hosts - Balu_XoCT) 1 OTKpbIBaeM 3aksiafgKy Encyption.
3anosHaeM nons:

e Connection to host: PSK (Mogknto4eHue K XoCcTy oT cepsepa Zabbix)

e Connection from host: PSK (Moaknto4yeHne oT XoCTa K cepepy Zabbix)
e PSK identity: PSKO01 (Homep knto4a B thanne)

e PSK: Baw PSK kstoy (Cam Kitou)

MNpuMeHseM HaCTPONKMK, 3anyckaeM areHT U CMOTPMM JIOrU - BCe LOJIKHO 3ap660TaTb.

zabbix, agent, encryption, openssl, TLS, wudgpoBaHue, areHT, 3abbukc, windows
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