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Sysctl: TIoHuM ceTeBble HACTPOUKHM Linux

NcTo4HmK: https://www.xodice.org/2025/11/06/modern-linux-distribution-defaults-are-stuck-in-2009/

MpenynpexneHue: He obaBNsTE BCE Ky4Yel B CBOIO CUCTEMY, CUTYaLMU MOTFYT OblTb pa3HbIMu!

# cat /etc/sysctl.d/99-sysctl.conf

# AMD Ryzen 9 7950X, 128 GB DDR5 ECC, dual 1.92 TB U.2 NVMe, full dual-stack
IPv4/IPv6

i i 13

# IPv4: security + routing

HAHHHHH AR R R R R R R R R R RS
net.ipv4.icmp timestamps = 0
net.ipv4.icmp echo ignore broadcasts =1
net.ipv4.icmp ignore bogus error responses = 1
net.ipv4.conf.all.accept source route = 0
net.ipv4.conf.default.accept source route = 0
net.ipv4.conf.all.accept redirects = 0

net.ipv4.conf.default.accept redirects = 0
net.ipv4.conf.all.secure redirects = 0
net.ipv4.conf.default.secure redirects = 0

net.ipv4.conf.all.send redirects = 0
net.ipv4.conf.default.send redirects = 0

# VPN-friendly reverse path filtering
net.ipv4.conf.all.rp filter = 2
net.ipv4.conf.default.rp filter = 2

# TCP & SYN flood aggressive tuning
net.ipv4.tcp syncookies =1
net.ipv4.tcp max syn backlog = 65536
net.ipv4.tcp rfcl337 =1
net.ipv4.tcp mtu probing =1

net.ipv4.tcp keepalive time = 300
net.ipv4.tcp keepalive intvl = 30
net.ipv4.tcp keepalive probes =5

net.ipv4.tcp window scaling =1
net.ipv4.tcp timestamps =1
net.ipv4.tcp sack =1
net.ipv4.tcp max_tw buckets = 100000
net.ipv4.tcp max orphans = 65536

net.ipv4.conf.all.log martians =1
net.ipv4.conf.default.log martians =1

# WireGuard: enable IPv4 forwarding
net.ipv4.ip forward =1

BHFHBHHHRBAHR R R R AR R A AR R RS

RTzRa's hive - https://wiki.rtzra.ru/


https://www.xodice.org/2025/11/06/modern-linux-distribution-defaults-are-stuck-in-2009/

Last update: 2026/01/03 11:33 devops:net:sysctl-net-performance https://wiki.rtzra.ru/devops/net/sysctl-net-performance?rev=1767429180

# IPv6: security + routing

HHHHHR AR IR RS S S SHHH11H
net.ipv6.conf.all.accept source route = 0
net.ipv6.conf.default.accept source route = 0
net.ipv6.conf.all.accept redirects = 0
net.ipv6.conf.default.accept redirects = 0
net.ipv6.conf.all.accept ra = 0
net.ipv6.conf.default.accept ra = 0
net.ipv6.conf.all.autoconf = 0
net.ipv6.conf.default.autoconf =
net.ipv6.conf.all.forwarding =1
net.ipv6.conf.default.forwarding = 1
net.ipv6.conf.enp7s0.forwarding = 1
net.ipv6.conf.enp7s0.accept ra = 0
net.ipv6.conf.enp7s0.autoconf = 0
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# General kernel hardening

AR BRI S
kernel.randomize va space = 2
kernel.kptr restrict = 2
kernel.dmesg restrict =1
kernel.perf event paranoid
kernel.kexec load disabled
kernel.yama.ptrace scope =
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# Filesystem protections
fs.protected symlinks =1
fs.protected hardlinks = 1
fs.protected fifos = 2
fs.protected regular = 2
fs.suid dumpable = 0

# eBPF restrictions
kernel.unprivileged bpf disabled = 1
net.core.bpf jit harden = 2

# Disable SysRqg entirely
kernel.sysrq = 0

HHARHR AR AR AR SR HH

# Networking performance

HHHHHHH AR R R R R R R R R R
net.core.default qdisc = fq

net.ipv4.tcp congestion control = bbr
net.core.somaxconn = 65536
net.core.netdev_max backlog = 16384
net.ipv4.ip local port range = 10240 65535
net.ipv4.tcp fastopen = 3

BHAHBHHHRRHHRHHHRH AR R HHR RIS
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# Memory / VM tuning

HHHHHR AR IR RS S S SHHH11H
vm.swappiness = 5

vm.dirty ratio = 20

vm.dirty background ratio = 5
vm.dirty expire centisecs = 2000
vm.dirty writeback centisecs = 200
vm.vfs cache pressure = 20
vm.overcommit memory = 0
fs.file-max = 4194304

# Huge number of inotify watchers
fs.inotify.max user watches = 2097152
fs.inotify.max user instances = 16384

HHIA R AR AR AR AR AR AR AR AR AR AR HBHRH R
# Optional: DoS / connection safety
HHUARAR AR AR AR AR HBHBHBHBHBHBHBHRHH
net.ipv4.icmp echo ignore all = 0
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