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Sysctl: TIoHuM ceTeBble HACTPOUKHM Linux

BapuaHT 1

NcToyHmk: https://github.com/telemt/telemt/blob/main/docs/Advanced_settings/HIGH_LOAD.ru.md

Mpw pa3BepTbiBaHUN CcepBepa, paboTatowero noa BbICOKON Harpy3Kom (L4eCATKM U COTHU ThICAY
O0[HOBPEMEHHbIX MOAKNOYEHNI), CTaHAAPTHbIE OrpaHNYeHns ceTeBoro cteka OC MoryT NpuBoAMTb K
NnoTepsM NakeToB, NepekntoyeHnsaM KoHTekcTa CPU 1 0TKa3aM B coeguHeHunsx. B naHHOM
PYKOBOACTBE OMNMcaHa HacTporka agapa Linux, CUCTEMHbIX IMMUTOB 1 annapaTHOW KOHUrypaumm
ans paboTbl B N0A06HbLIX CLLEHapUAX.

NlobaBuM B hann /etc/sysctl.conf:

fs.file-max = 2097152
fs.nr_open = 2097152

Co3pagum cann /etc/sysctl.d/99-network-highload.conf:

net.core.somaxconn = 65535
net.core.netdev_max backlog = 65535
net.ipv4.tcp max _syn backlog = 65535
net.ipv4.tcp syncookies =1

net.ipv4.ip local port range = 10000 65535
net.ipv4.tcp fin timeout = 15
net.ipv4.tcp tw reuse =1

net.ipv4.tcp max_tw buckets = 2000000

net.ipv4.tcp keepalive time = 300
net.ipv4.tcp keepalive intvl = 30
net.ipv4.tcp keepalive probes =5

# Pa3mepbl Bydepos aapa (No yMos4aHuIo 1 Makc)
net.core.rmem default = 262144
net.core.wmem default = 262144
net.core.rmem max = 16777216
net.core.wmem max = 16777216

# CneundunyHble TCP 6ydepbl (min, default, max)
net.ipv4.tcp rmem = 4096 87380 16777216
net.ipv4.tcp wmem = 4096 65536 16777216

# BknioyeHne BBR
net.core.default qdisc = fq

net.ipv4.tcp congestion control = bbr

Nocne BHeceHUs NpPaBOK HY>XHO NMPUMEHUNTb N3MEHEHUNA KOMaHAaoMn:
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sysctl -p
sysctl -p /etc/sysctl.d/99-network-highload.conf

BapuaHT 2

NcToyHumK: https://www.xodice.org/2025/11/06/modern-linux-distribution-defaults-are-stuck-in-2009/

MpenynpexneHune: He fobaBnsNTe BCE Ky4el B CBOIO CUCTEMY, CUTYaLMN MOTFYT BblTb pa3HbiMu!

# cat /etc/sysctl.d/99-sysctl.conf

# AMD Ryzen 9 7950X, 128 GB DDR5 ECC, dual 1.92 TB U.2 NVMe, full dual-stack
IPv4/IPvb

HHAHHHHHHHHH R R R R R R R R

# IPv4: security + routing
i 13
net.ipv4.icmp timestamps = 0
net.ipv4.icmp _echo ignore broadcasts =1
net.ipv4.icmp _ignore bogus error responses = 1
net.ipv4.conf.all.accept source route = 0
net.ipv4.conf.default.accept source route = 0
net.ipv4.conf.all.accept redirects = 0

net.ipv4.conf.default.accept redirects = 0
net.ipv4.conf.all.secure redirects = 0
net.ipv4.conf.default.secure redirects = 0

net.ipv4.conf.all.send redirects = 0
net.ipv4.conf.default.send redirects = 0

# VPN-friendly reverse path filtering
net.ipvé4.conf.all.rp filter = 2
net.ipv4.conf.default.rp filter = 2

# TCP & SYN flood aggressive tuning
net.ipv4.tcp syncookies =1
net.ipv4.tcp max _syn backlog = 65536
net.ipv4.tcp rfcl337 =1
net.ipv4.tcp mtu probing =1
net.ipv4.tcp keepalive time
net.ipv4.tcp keepalive intvl =
net.ipv4.tcp keepalive probes =
net.ipv4.tcp window scaling =1
net.ipv4.tcp timestamps = 1
net.ipv4.tcp sack =1
net.ipv4.tcp max_ tw buckets = 100000
net.ipv4.tcp _max_orphans = 65536

300
30
5

net.ipv4.conf.all.log martians =1
net.ipv4.conf.default.log martians = 1

# WireGuard: enable IPv4 forwarding
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net.ipv4.ip forward = 1

HHAHHHHRIR IR 1131991

# IPv6: security + routing
HAHHHHHHHHH R R R R R R R R
net.ipv6.conf.all.accept source route = 0
net.ipv6.conf.default.accept source route = 0
net.ipv6.conf.all.accept redirects = 0
net.ipv6.conf.default.accept redirects = 0
net.ipv6.conf.all.accept ra = 0
net.ipv6.conf.default.accept ra = 0
net.ipv6.conf.all.autoconf = 0
net.ipv6.conf.default.autoconf =
net.ipv6.conf.all.forwarding = 1
net.ipv6.conf.default.forwarding = 1
net.ipv6.conf.enp7s0.forwarding = 1
net.ipv6.conf.enp7s0.accept ra = 0
net.ipv6.conf.enp7s0.autoconf = 0

0

HAHHHHHHH AR R R R R R R R
# General kernel hardening
HAHHHHHHH AR R R R R R R R R
kernel.randomize va space = 2
kernel.kptr restrict = 2
kernel.dmesg restrict =1
kernel.perf event paranoid
kernel.kexec load disabled
kernel.yama.ptrace scope =

L ([
= W

# Filesystem protections
fs.protected symlinks =1
fs.protected hardlinks =1
fs.protected fifos = 2
fs.protected regular = 2
fs.suid dumpable = 0

# eBPF restrictions
kernel.unprivileged bpf disabled =1
net.core.bpf jit harden = 2

# Disable SysRqg entirely
kernel.sysrq = 0

HHAHHHHHHH AR B R R R R R R R R

# Networking performance
R R R i b b a3
net.core.default qdisc = fq

net.ipv4.tcp congestion control = bbr
net.core.somaxconn = 65536
net.core.netdev_max backlog = 16384
net.ipv4.ip local port range = 10240 65535
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net.ipv4.tcp fastopen = 3

HHAHHHHRIR IR 1131991
# Memory / VM tuning
HAHHHHHHHHH R R R R R R R R
vm.swappiness = 5

vm.dirty ratio = 20

vm.dirty background ratio = 5
vm.dirty expire centisecs = 2000
vm.dirty writeback centisecs = 200
vm.vfs cache pressure = 20
vm.overcommit memory = 0
fs.file-max = 4194304

# Huge number of inotify watchers
fs.inotify.max user watches = 2097152
fs.inotify.max user instances = 16384

AR BRI S
# Optional: DoS / connection safety
HAHHHHHHH AR R R R R R R R R
net.ipv4.icmp echo ignore all = 0
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